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IMPORTANT WARNINGS

CAREL bases the development of its products on decades of experience in HVAC, on the continuous investments in technological innovations to products, procedures
and strict quality processes with in-circuit and functional testing on 100% of its products, and on the most innovative production technology available on the market.
CAREL and its subsidiaries nonetheless cannot guarantee that all the aspects of the product and the software included with the product respond to the requirements of
the final application, despite the product being developed according to start-of-the-art techniques. The customer (manufacturer, developer or installer of the final
equipment) accepts all liability and risk relating to the configuration of the product in order to reach the expected results in relation to the specific final installation and/or
equipment. CAREL may, based on specific agreements, acts as a consultant for the positive commissioning of the final unit/application, however in no case does it accept
liability for the correct operation of the final equipment/system.

The CAREL product is a state-of-the-art product, whose operation is specified in the technical documentation supplied with the product or can be downloaded, even
prior to purchase, from the website www.carel.com.

Each CAREL produdt, in relation to its advanced level of technology, requires setup/configuration/programming/commissioning to be able to operate in the best possible
way for the specific application. The failure to complete such operations, which are required/indicated in the user manual, may cause the final product to malfunction;
CAREL accepts no liability in such cases.

Only qualified personnel may install or carry out technical service on the product.

The customer must only use the product in the manner described in the documentation relating to the product.

In addition to observing any further warnings described in this manual, the following warnings must be heeded for all CAREL products:

e Prevent the electronic circuits from getting wet. Rain, humidity and all types of liquids or condensate contain corrosive minerals that may damage the
electronic circuits. In any case, the product should be used or stored in environments that comply with the temperature and humidity limits specified in the
manual.

e Do not install the device in particularly hot environments. Too high temperatures may reduce the life of electronic devices, damage them and deform or melt
the plastic parts. In any case, the product should be used or stored in environments that comply with the temperature and humidity limits specified in the
manual.

e Do not attempt to open the device in any way other than described in the manual.

e Do not drop, hit or shake the device, as the internal circuits and mechanisms may be irreparably damaged.

e Do not use corrosive chemicals, solvents or aggressive detergents to clean the device.

e Do not use the product for applications other than those specified in the technical manual.

All of the above suggestions likewise apply to the controllers, serial boards, programming keys or any other accessory in the CAREL product portfolio.

CAREL adopts a policy of continual development. Consequently, CAREL reserves the right to make changes and improvements to any product described in this
document without prior warning.

The technical specifications shown in the manual may be changed without prior warning.

The liability of CAREL in relation to its products is specified in the CAREL general contract conditions, available on the website www.carel.com and/or by specific
agreements with customers; specifically, to the extent where allowed by applicable legislation, in no case will CAREL, its employees or subsidiaries be liable for any lost
earnings or sales, losses of data and information, costs of replacement goods or services, damage to things or people, downtime or any direct, indirect, incidental, actual,
punitive, exemplary, special or consequential damage of any kind whatsoever, whether contractual, extra-contractual or due to negligence, or any other liabilities deriving
from the installation, use or impossibility to use the product, even if CAREL or its subsidiaries are warned of the possibility of such damage.

Disposal: the product is made up of metal parts and plastic parts.
In reference to European Union directive 2002/96/EC issued on 27 January 2003 and the related national legislation, please note that:
e WEEE cannot be disposed of as municipal waste and such waste must be collected and disposed of separately;
e The public or private waste collection systems defined by local legislation must be used. In addition, the equipment can be returned to
the distributor at the end of its working life when buying new equipment.
e The equipment may contain hazardous substances: the improper use or incorrect disposal of such may have negative effects on
human health and on the environment;
e The symbol (crossed-out wheeled bin) shown on the product or on the packaging and on the instruction sheet indicates that the equipment has been
introduced onto the market after 13 August 2005 and that it must be disposed of separately;
e Inthe event of illegal disposal of electrical and electronic waste, the penalties are specified by local waste disposal legislation.
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PREAMBLE

This manual has been designed with care to allow the detailed use of the product.
Please do not hesitate to contact CAREL SpA with any information on imprecisions, oversights or suggestions for easier understanding; your suggestions will help
improve the quality of the following editions of this document.

Contact: pcoweb@carel.com.
1 PRESENTATION OF THE PRODUCT

pCOWeb - order code PCOTZPBW*Q - is an accessory for the pCO* series products (excluding the pCOB* series) and more in general for CAREL products fitted with
a serial port and communication via the “CAREL supervisor” data protocol.

pCOWeb acts a “gateway”, that is, a translator between the “CAREL supervisor” data protocol and the Ethernet network protocols commonly used to connect the
computers in a building.

On the pCO* series products it is installed on the “Serial board” port (also called “serial 1), from where it also receives the power required for operation.
The cover supplied protects pCOWeb, especially when removing the network connector.

The pCOWeb firmware can also be updated by the user.
This manual refers to firmware version A1.3.1. - B1.2.1. To check the version loaded on the pCOWeb, see chapter 8 on page 35 and Figure 8.d on page 37.

COWeb BUILDING
p e
Personal
Computer .
Internet connection
Personal [ ——
Computer
| —
Server
SWITCH /
> LAN (Local area Network)
or Intranet
data network “Ethernet” type

Figure 1.a - pCOWeb: example of network connection

In the example shown in Figure 1.a above pCOWeb is connected to an internal network. If suitably configured, the personal computers in the internal network can
communicate with pCOWeb using one of the various standard network languages included on pCOWeb.

The server connects the external network or “Internet” to the internal network or “Intranet”.

Usually in a network, the exchange of data between Internet-Intranet is only enabled for some devices and only for some types of communication. These decisions are
defined by the network administrator.

This manual only covers the configurations of the pCOWeb and the more simple types of networks. For further information, see specific publications on the topic of “data
networks”.

1.1 FUNCTIONS AVAILABLE

pCOWeb connected to an Ethernet network provides the following functions:

e WEB server: used to check or change the operating status of the pCO controller using a remote computer running, for example, Internet Explorer™ or
Mozilla Firefox; dynamic web pages developed by the user can be added; supports CGl technology; supports protection for accessing web pages;

e Logger: pCOWeb can record the values of some of the pCO controller variables in a file on its non-volatile memory; the file can then be downloaded to a
PC using Internet Explorer™;

e Graphs: the trends over time of the data saved with the Logger function can be viewed on graphs;

e E-mail: pCOWeb can send e-mails when programmable events occur on the pCO controller (activation of alarms, exceeding of thresholds) or at set time
intervals; a file in XML format can be attached containing the values of the variables;

e FTP PUSH: pCOWeb can send a file in XML format containing values of the variables to a suitably configured computer; the send operations can be
programmed in the same way as for send the e-mail messages (upon event or at set times); the file is sent using the FTP protocol;

pCOWeb +030220471 - rel. 1.0 - 02.05.2007 7
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e SNMPv1 & v2: to access pCOWeb from a computer using supervision software based on the SNMP protocol. pPCOWeb can send programmable enterprise

TRAP or INFORM packets for alarm notifications;
e  BACnet Ethernet 1IS08802-2 over 8802-3: to access the pCO controller using supervision software based on the BACnet Ethernet protocol;
e  BACnet/IP (Addendum A/Annex J): for access using supervision software based on the BACnhet/IP protocol;

e FTP server: used to copy data files or web pages from/to pCOWeb in a simple manner, using programs based on dragging icons from one window to

another;

e DHCP: used to connect pCOWeb to a local network using the method of automatic addresses assignment by a central server, rather than statically setting the

addresses on the individual devices; DHCP is active by default;
e Plugins: used to add additional applications developed by CAREL or by the user in script or compiled format;
o  Firmware update: the pCOWeb firmware can be updated from a computer.

SNMPv3: CAREL has also developed different firmware for pCOWeb that supports version 3 of SNMP. The firmware can be downloaded to the pCOWeb using the
firmware update procedure described in 8.11 on page 46. This firmware implements an SSH tunnel for encrypted access to web pages. For further details, see

http://ksa.carel.com or contact CAREL.

1.2 USER INTERFACE: BUTTON and LEDS

pCOWeb features (Figure 1.b) a button (PUSHBUTTON) and two indicator lights (STATUS LED and

ETHERNET LED).

Functions of the button

e When starting up the pCOWeb, this is used to select, for network communication,
whether to use the factory parameters or the user parameters (see 3.1.2 on page 12 for

the procedure);

e in normal operation, reboots pCOWeb without needing to disconnect the power supply
(see 8.10.1 on page 46 for the procedure).

Meaning of the LEDs

e  Status LED: displays information on the communication status between pCOWeb and
the pCO, and must normally be green and flash around 3 times a second; in special

circumstances it displays the operation of service activities, such as the restart of the
internal program on the pCOWeb, the remote updating of the program, or others. See

the table below.

Status LED

Table 1.a - Status LED signals

Meaning

\"‘—)ﬁ\ﬂ

MAC

ADDRESS

ETHERNET

3 =L
LED
J!
L
E

Figure 1.b - MAC address and indicator LEDs

Notes

Green flashing (3 times/sec)

Regular pCO-pCOWeb communication

When running demanding tasks (sending a large
number of notifications), this may be green steady
for a few seconds

Red flashing slowly (once every 2 seconds)

pCO-pCOWeb communication not established

Check the settings in paragraph 8.5 on page 39

Single red flash and then flashing green

Single pCO-pCOWeb communication error, one failed
response from the pCO or attempt to write a variable
with an index higher than 207

After 5 failed responses, the Status LED starts
flashing red until communication resumes

Red steady Rescue mode See 8.11.3 on page 48

[Off, then] green-red repeated in rapid | pCOWeb reboot phase See 8.10 on page 46

succession, then green steady for 1-2 minutes

Green steady for 1-2 minutes pCOWeb reboot phase Wait for the conclusion of the reboot

Red - Off slow (1 second - 1 second) repeated
3 times

Recognition of button pressed during the reboot for
selecting the factory parameters (rather than the User
parameters)

Release the button to confirm, see 8.10.1 on page
46

Red - Off fast (3 times a second) repeated 3
times

During the reboot, confirms the selection of the factory
parameters by pressing the button

See 8.10.1 on page 46

Green-red repeated alternating (once a second)

During the firmware update, writing block B to non-
volatile memory

Do not interrupt the power supply, see 8.11.1 on
page 47

Red steady followed by green-red a number of
times

During the update firmware, writing block A to non-
volatile memory

Do not interrupt the power supply, see 8.11.1 on
page 47

e  Ethernet LED: displays the status of the physical network connection (Ethernet connection signals), regardless of whether the network parameters are correct;

usually this must be green and flash when the data transits.

Ethernet LED

Table 1.b - Ethernet LED signals

Meaning

Notes

Green steady

Correct Ethernet data connection signals

Creen flashing

Correct Ethernet data exchange

Red

No Ethernet signal detected

See 3.1.3 on page 13
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2 INSTALLATION ON THE pCO CONTROLLER

2.1 ASSEMBLY

Equipment required:
e 33 mm flat-head screwdriver;
e amap of the installation (only when installing two or more pCOWeb devices);
e apair of scissors.

Figure 2.a - pCOWeb and the accessories supplied Figure 2.b - Removing the cover from the pCO controller

IMPORTANT: to avoid damage, before inserting pCOWeb disconnect power to the pCO controller.

i

-—

Figure 2.c - Inserting pCOWeb in the pCO controller Figure 2.d - Securing pCOWeb with the cover

2.2 LABELS SUPPLIED

Each pCOWeb is uniquely distinguished by its own MAC address. The network administrator may at times
need to check the MAC address of each pCOWeb installed.

The MAC address is shown on the label applied to the connector, and on the two labels included in the
packaging; in the example shown in Figure 2.e, the MAC address is: 00.0A.5C.10.00.81

Once installed, pPCOWeb may however no longer be accessible.

Therefore, during installation use the scissors to separate the two labels supplied and apply one in
an easily accessible position near the pCO controller on the outside of the electrical panel.

If more than one pCOWeb device is installed, a map of the installation should be created, applying the
second label provided in the packaging onto the map for each pCOWeb, corresponding to its physical
position; in this way, the network administrator can be provided with precise documents on where the
pCOWeb devices and corresponding MAC addresses are located.

Figure 2.e - MAC address and indicator LEDs
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3 STARTING FOR THE FIRST TIME - ACCESSING pCOWeb FROM A COMPUTER

This chapter guides the user, even non-experts, in establishing a connection between the pCOWeb and a personal computer.

The first part of the chapter describes the pCOWeb - cable - personal computer (PC) connection, without involving an Ethernet network.

Nonetheless, a pCOWeb can be accessed from a PC even if these are not connected together directly, but via a network (paragraph 3.2 on page 14); the latter
procedure is more complex, as it also requires the settings of the network devices that are normally managed by the administrator. Consequently, It is recommended to
first try the direct connection. In any case, once having accessed the device, the basic configurations can be completed (chapter 8 on page 35) and pCOWeb prepared
for connection to the network.

3.1 CONNECTING pCOWeb DIRECTLY TO A PC

This connection is used to access pCOWeb from a computer connected by cable.

Normally this type of connection is used to test operation on the bench or to initially configure
pCOWeb for an installation that does not use “DHCP" automatic address setting (see 8.4 on page 38). pCOWeb
Paragraph 3.2 on page 14, on the other hand, describes the network connection procedure.

Equipment required:

e A computer running, for example, Internet Explorer™ and fitted with an Ethernet network
interface; if pCOWeb is already installed in the final destination and cannot be removed, a o
portable computer is more handy. cross cable

e A crossover network cable (recent computers do not require the crossover cable; a normal e

cable can be tried in any case: if the crossover cable is required, this will be established
when connecting).

Figure 3.a - Direct PC-pCOWeb connection
Starting situation:

e pCOWeb installed on the pCO controller (see paragraph 2.1 on page 9);
e pCO controller NOT powered.
IMPORTANT: if the pCO controller is connected in the final installation, before powering up contact the installation manager.

The steps to be completed are as follows:
1. Configuration of the PC for direct connection to pCOWeb.
2. Connection and start-up of pCOWeb to check correct installation.
3. Activation of the factory network settings (button).
4. Access to the pCOWeb from the PC.

3.1.1 PC configuration

INFORMATION
The PC can communicate with pCOWeb if the settings on both devices are correctly aligned.
As the pCOWeb default settings can only be changed once the connection has been established with the PC, when first accessing the device the personal
computer will need to be configured to adapt it to the pCOWeb default settings.

A - disconnect the personal computer from the data network (if connected), and connect it directly to the pCOWeb using the cable (crossover).

X 2%
B - IP ADDRESS AND SUBNET MASK Gornr | ussosen| e Genst | bt Cartrton|
INFORMATION i i Capdbi, (s g e 1 v Pt M b
The personal computer must be set not to use the DHCP, but rather the T: _ ..,..MM:... e u::’..t::,_mw
following IP address: 172.16.0.2. The Subnet mask field also needs to be set; e (R
the Gateway is not required. oK = S "_"‘l'j =
For further information on the meaning of these parameters, see APPENDIX A l | 2 —
on page 52 and APPENDIX B on page 53. — =N
m‘w:lm::‘:wh,' Hmd-llml r UleM!MDNE perver addeerer
1. On the Windows PC click the mouse on the “Start” button at the bottom left - —
2. Choose “Settings” Pt e
. ¥ Mty re when thit connaction hat inled of ne conractivily
3. Click “Control panel” oot |
4. Double click “Network and dial-up connections” 2 e || ==
5. Double click “Local area connection” ' _
6. Click “Properties”: the window shown in Figure 3.b (left) is displayed Figure 3.b - Network settings
7. Double dlick “Internet Protocol (TCP/IP)": the window shown in Figure 3.b (right) is displayed.

Note down all the settings shown in the new window: this will be useful for returning to the original settings when the procedure is terminated, so that the PC
can again communicate with the data network it was previously connected to. In the example shown in the figure, the PC was using a IP address obtained
automatically from the DHCP server in the data network.

Then:
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8. Click "Use the following IP address” (Figure 3.c); 22

9. Setthe following parameters: o] — .
IP address =172.16.0.2 e e I g 20 >0 s ok st
Subnet mask = 255.255.0.0 [ S —
& the olowing P addreds:
. . IP address:
10.  Click the OK button to close all the windows. Subret ok = = o
Dl gty
C_ PROXY r:u h.. DNS addﬂ 3
INFORMATION it S
The following procedure tells the personal computer to not use the network device called the “proxy” for b DN sarve
communicat[on: in fact, the PC _is not connected to the network and if the “proxy” is not disabled ==
communication would not be possible. —
1. Open the Windows “Control panel”. ] o
2. Double click “Internet options”; the window shown in Figure 3.d above (left) will be displayed. Figure 3.c - Assigning an IP address to the
3. Click “Connections". Another window (Figure 3.d - right) will be displayed. PC
4. Click "LAN settings...”

Internet Properties 2x| A 2=l

General | Securilyl F'rivacyl Content @I Pruglamsl Advancedl Generall Securityl F‘rivacyl Cortent  Connections IF’rogramsI Advancadl

—Home page @ To set up an Internet connection, click
Iﬁ *r'ou can change which page to use for your home page. J s
Addiess: ts: = oai i Didl-up and Virtual Private Network settings
Libera [Default] Add... |
Wz= Eurrent Use Default Uz Blank

Remove |
r~ Temparary Intemet files Choose Settings if wou need to canfigure a praxy Seftings... |

‘ Pages you view an the Internet are stored in a special folder server For a connection.

i, ot
&Y forquick viewing later. % Mever dial a connection

Delete Cookies... Delste Files... Settings... = Dial whenever a network connection is not present

" Always dial my default connection

— Histany Curtent Libera Set Default

The Histary folder contains links to pages pou've visited, for
quick access to recently viewed pages

o - = ~ Local &rea Network [LAMN] settings
Days tokeep pages n history: 20 =] Clear History | LAN Settings do nat apply to dial-up connections. ( LAN Settings J

Choose Settings above For dial-up settings.

Colars.. | Fants... | Languages... | Accessibility... |

ok I Cancel | Apply | oK | Cancel | Aol |

Figure 3.d - Setting the proxy - steps 2, 3, 4

Local Area Network {LAN) Settings 4 B llLocal Area Network (LAN) Settings 21

— Automatic configuration — Automatic configuration
Automatic configuration may override manual settings. To ensure the Autarnatic configuration may override manual settings. Tao ensure the
use of manual settings, disable automatic configuration. use of manual settings, disable automatic configuration,
[~ Automaticaly detect settings [~ automatically detect settings
[~ Use automatic configuration script [~ Use automatic configuration scripk
Address Address I
[ Prozy server [ Procey server
W Use a praxy server far your LAN {These settings will not apply ko { [ U a proxy server Far your LAM (These settings will not apply ko
diak-up or WP connections). |-up or ¥PM connections).
Address: [192.168.0.30 | Pork: [8080 | advanced... | fddress: [192.168.030 | Porty [E0E0 | | Advanced.. |
¥ BEypass proxy server for local addresses ¥ | Bypass proxy server for local addresses

Figure 3.e - Setting the proxy - steps 5, 6, 7

5. Note down the settings.
6.  Disable the proxy server.
7. Close the windows using the OK button.

pCOWeb +030220471 - rel. 1.0 - 02.05.2007 11



3.1.2 Connection, starting pCOWeb and activating the default network settings (Button)

Connection
1. Connect pCOWeb to the Ethernet connector on the PC using a crossover cable (Figure 3.f below).

\ S = il
v : 514y ke -—’ﬂ

Figure 3.f - pCOWeb - PC connection

Starting
2. Switch on the pCO controller.
3. Check that both the indicator LEDs on the pCOWeb connector come on within a few seconds (Figure 2.e on page 9). If this does not occur, see 3.1.3 on
page 13.

Activating the factory network settings (button)
INFORMATION
e the activation of the factory settings or the user settings can only be selected when starting the pCOWeb.
e pCOWeb will reboot whenever it is restarted.
e pCOWeb can be restarted without disconnecting the power supply: see 8.10 on page 46.

4. Immediately after reboot, as soon as the Status LED remains on steady GREEN, to activate the factory settings rather than the user settings, hold the button;

5. after around 20 seconds the Status LED, due to the button being pressed, will turn RED and flash slowly 3 times; the button must be released before then
end of the 3 flashes;

6. once the red flashes have terminated, the Status LED will turn GREEN and, if the procedure has been performed correctly, immediately after the Status LED
will confirm the pressing and release of the button by flashing quickly 3 times RED, and then will come on steady GREEN again for around one minute
(completion of the start-up phase);

7. once the start-up phase has been completed, the Status LED will start flashing: pCOWeb will now start operating; Table 1.a and Table 1.b on page 8 show
the meanings of the visual indications represented by the two LEDs.

In this mode pCOWeb will not use the values of the “User” parameters for communication, but rather the following values (see 8.3 on page 38: View factory
bootswitch parameters):

IP address: 172.16.0.1
Subnet mask: 255.255.0.0

NOTE1  These values remain active until pCOWeb IS RESTARTED (see Figure 3.g below). When next rebooted, if the button is NOT pressed, pCOWeb
will return to the “User” configuration (see chapter 8 on page 35).

NOTE2  These values are part of the “Bootswitch parameters” and, unlike the user parameters, cannot be modified. The Bootswitch parameters are
never copied over the user parameters.

NOTE3 By default, the pCOWeb “User” values activate DHCP mode for network communication.

READ ONLY READ / WRITE
NON VOLATILE MEMORY NON VOLATILE MEMORY
Bootswifch CO:-'I-ED U.SER
(factory) 800T editable
parameters parameters at purchase
IP addr: 172.16.0.1 [P addr: user value DHCP
Subnet mask: 255.255.0.0 Subnet mask: user value
”root” password: froot "root” password: user value froot
“httpadmin” password: fhttpadmin “httpadmin” password: user value fhttpadmin
"carel” password: fcarel "carel” password: user value fcarel
"guest” password: fguest "guest” password: user value fguest
if
if switch
switch NOT
used used
on boot on boot
active values
VOLATILE MEMORY

Figure 3.g - Operation of the “Bootswitch parameters” and of the user parameters.
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3.1.3 LED signals when starting and during normal operation

Immediately after reboot, the Status LED and Ethernet LED must come on as described below. If remain both off, check:
o the correct installation of pCOWeb on the pCO controller;

e the connection of the power supply.

The Status LED (pCOWeb status and pCOWeb-pCO communication, see Table 1.a on page 8) behaves as follows immediately after reboot:

1. Remains off for 2 seconds;
then flashes quickly green/red for a further 2 seconds;

2.
3. then comes on GREEN steady for around one and a half minutes (unless the button is pressed, see 3.1.2 on page 12);
4,

then starts flashing GREEN or RED:

e GREEN flashing: pCOWeb has completed the start-up phase and is communicating correctly with the pCO;

e  RED flashing: pCOWeb has completed the start-up phase but is not communicating with the pCO: this may be due to incorrect settings of the
pCOWeb or some of the parameters on the pCO; the default parameters ensure correct communication, therefore this situation will only occur if
the parameters have been changed. In this case, after having established the PC;pCOWeb connection, check the communication settings (see 8.5

on page 39);

e RED without flashing: Rescue Mode (see 8.11.3 on page 48).
e GREEN without flashing for at least 3 minutes: fault; contact CAREL SpA service.

The Ethernet LED (see Table 1.b on page 8) is GREEN in normal conditions. If it remains red, the causes may be:

e the PCis off;

or the connector has not been inserted on the pCOWeb;

[ ]
e orthe connector has not been inserted on the PC;
[ ]

or: the cable is not working, or the PC requires a crossover cable and this has not been used.

3.1.4 Accessing pCOWeb from a PC

On the PC open Internet Explorer; in the address field enter the following number, including @A -

the dots:
172.16.0.1
then press ENTER.

f‘ Blank Page - Windnws Internet Explorer

j 2| X IE
Fle Edt View Fooles Took  Hel
Google[G-  ~|a{® 9 B~ | ¥ sooimaric~ Fobio
W (& Blank Page | | @ i

IMPORTANT ~ Before pressing ENTER wait for pCOWeb to complete the start-up phase

(check that the Status LED is flashing normally), otherwise the required web

pages will not be sent to the PC.

Figure 3.h - Opening the index html page

The pCOWeb main page “index.html” will be displayed (see Figure 3.i below).

IMPORTANT  This page can be customised by the user, and by default appears as shown in Figure 3.i below. If it has been modified or deleted, the custom page or

nothing will be displayed; in these cases,
remember that a copy of the factory page is
available in read-only memory.

To recall the factory page (even if index.html
has been deleted or modified), type:

172.16.0.1/defindex.html

(to save this as index.html, access the User
memory via FTP, see 4.2 on page 17, and
copy the file /usr/local/root/defindex.html to
the  /usr/local/root/flash/http/  directory,
renaming it indexhtml; any customised
index.html page will be overwritten).

This page provides access to the page for configuring the
functions of the pCOWeb. The network communication
parameters should be configured immediately.

See chapter 8 on page 35.

NOTE 1  Remember that if pCOWeb is now rebooted (for
example, switching the pCO controller off and on
again) without pressing the button again as
described in 3.1.2 on page 12, pCOWeb will use
the user-set IP address; if this is different than the
factory value, it may be impossible to connect to

f‘ pLOWeb Default Page - Windows Internet Explorer =]
@\‘—‘/v |g http:f§172.16.0.1/httpfindesx. html j 2| X IGnngIe B~
File Edt ‘View Favorites Tools  Help

GGCngBGn +@ 9 E b | {:? Bookmarks» @Dhlmck&d | ':'ﬁ'check - > @Sattlngsv

3

U @ @ paowsb Defaul Page fai - B - 8 - [k Page - (G Tods

Administrator utilities

® Go to Administrator Area

‘Done ,7 ,7 ’7 ,7 ,7 ,7 |‘:J Laocal intranet HA00% - v

Figure 3.i - The default “index.html” page

pCOWeb (this situation is described in paragraph 3.2 on page 14).

NOTE2  Atthe end of procedure, restore the previous configuration on the PC so as to be able to access the network again.
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3.2 ESTABLISHING A CONNECTION BETWEEN THE PC AND pCOWeb VIA A NETWORK

Starting situation:

e pCOWeb installed on the pCO controller (see chapter 2 on page 9).
NOTE: if the controller is connected to the final installation and is not already on, before switching it on contact the installation manager.
e pCOWeb already connected to the Ethernet network; in this case, a standard cable (NOT a crossover cable) is used to connect pCOWeb to the network

node.

pCOWeb network communication parameters already correctly configured.
e Knowledge of the IP address of the pCOWeb being connected to.
e  PCalready connected and configured for the data network.

In the following example, the IP address of pCOWeb is assumed to be 10.0.0.145.

'
1. On the PC, open Internet Explorer and type the address of the pCOWeb

| e;:_ g 0.0.0. 145 x|+ o0

(example 10.0.0.145), then press ENTER. ; \’; I 1 o Hlallxle
IMPORTANT ~ the pCOWeb must have completed the start-up phase Fle Bdt Vew Favories Took fep

(check that the Status LED is flashing normally), otherwise e[Gr 1=} @ 9 B - | i sckmatsr Brotice

the required web pages will not be sent to the PC. WD @elnkpage | | -

2. If the network administrator has already correctly fitted the network devices, |

pCOWeb will be accessible from the PC and the pCOWeb main page

(index.html) will be shown. This page can be customised by the user; by

Figure 3. - Opening the index page

default the page appears as shown in Figure 3.k below.

.f.:; pCOWeb Default Page - Windows Internet Explorer =] 3]
@3 | & http:1/10.0.0. 145 httpjindex html =] [ #2 | x| [so0gie 2|

Fie Edit ‘View Favorites Tools  Help

GOOSICGD +@ 9 ﬁ - | 7 Bookmarks~ Qﬂb\ocked | ?Check - ¥ @Settingsv

i:h’ 'ﬁ? @pCOWeb Default Page @ - E - Eé; - l-_;}’Page - ‘(_}} Tools +

OlJe=l>  CAREL

Administrator utilities

@ Go to Administrator Area

Done l_l_l_l_l_l_l\ﬂ Local intranet HADD v v

Figure 3.k - The default “index.html” page

If the page is not displayed:

e check that the computer has effective access to the data network (for example, try using Internet Explorer to access other sites with assured

accessibility);

e check the indicator LEDs on the pCOWeb, with reference to paragraph 3.1.3 on page 13 (the role of the PC in this case is performed by the

switch or the hub);
e consider that the PC can access pCOWeb only in one of these conditions:

o the network server features a proxy: in this case, the PCs connected to this type of network have already been set to use the proxy; the
network administrator needs to modify the settings of the proxy on the server to make pCOWeb accessible from the PC;

o or the network does not feature a proxy or in any case this is not intended to be used: on the PC disable the use of the proxy; if the IP
addresses of the PC and pCOWeb are incompatible for direct communication (see APPENDIX B on page 53) the administrator must
set the “gateway” network device for communication between devices with incompatible IP addresses;

o orthe IP addresses of the PC and pCOWeb are already compatible for direct communication (see APPENDIX B on page 53): in this
case it is normally sufficient to disable the proxy on the PC (see point C in paragraph 3.1.1 on page 10); remember that disabling the
proxy usually prevents access from the PC to other Internet sites; remember to enable it again when needed.

To avoid losing access to other sites, as an alternative the proxy can be disabled only for one or a few IP addresses:
see point C in paragraph 3.1.1 on page 10, however with the variants shown in Figure 3.l on page 15 (example for pCOWeb with IP
address 10.0.0.145).
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Local Area Network (LAN) Settings x|

[~ Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[~ Automatically detect settings

[~ Use automatic configuration script

Address

 Prosy server

i~ Use a proxy server For your LAM (These settings will not apply to
dial-up or ¥PM connections).

q addess J192.168.0.30 Port: Jaoso Advanced.‘.I]
@/pass proxy server for local addresses
2

Proxy Settings 1'

[ Servers
& Type Prosey address bo use Part
= HTTP: [192.168.0.30 G
Secure: | 192.188.0.30 EZE
FTP: [132.165.0.30 i

Sicks: I

IV Use the same prowy server For all prokocols

 Exceptions

Sz

| B Do nok use praxy server For addresses beginning with:

carprod.*;58.36,173.

Use semicolons { ; ) to separdte entries,

=
[

/ QK I Cancel |

[ =)

Figure 3.| - Disabling the proxy for some IP addresses

¥
:10.0.0.%
Note the semicolon!

To ensure compatibility for direct communication, as an alternative to the procedures described above, the PC can be configured so
that it responds not only to the IP address already set, but also to a second IP address that is compatible for direct communication

with pCOWeb.
IMPORTANT
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4 FUNCTIONS

This chapter provides a guide to the use of the functions on the pCOWeb.
When parameters need to be set, references are made to chapter 8 on page 35.

4.1 WEB SERVER: CUSTOM PAGES

The "WEB server” function of the pCOWeb allows a PC running Internet Explorer to display the web pages saved on the pCOWeb.

The web pages can be divided into:
e configuration pages (chapter 8 on page 35), which reside in read-only memory;
e custom pages that can be added by the user, which reside in USER MEMORY space (non-volatile, read / write).

In the custom pages, as well as the typical commands of the HTML standard, other commands (“tags”) can be added as per the CAREL standard; this allows read or write
access to the supervisor variables of the pCO controller.

ACCESS RESTRICTIONS
Access restrictions can be defined for all or some custom pages. Whenever a protected page with access restriction is called, pCOWeb displays a login dialogue box
requiring the Username / Password for the specific restriction (see 8.8.1 on page 43).

CGI SCRIPT

CGl scripts can be developed in bash language or compiled languages. These must have the .cgi extension and must reside in the http/usr-cgi directory, otherwise they
will not work.

Whenever one or more CGl scripts is modified, click the “Adjust HTML pages attributes” link (see 8.3 on page 38).

For a guide to CGI script for the pCOWeb see the documents available at http://ksa.carel.com.

4.1.1 Creating HTML pages

To create pages for the pCOWeb, a PC and knowledge of HTML are required. The area dedicated to pCOWeb on KSA, http://ksa.carel.com, features simple web pages
for the standard CAREL applications, which can be used as the starting point for creating custom web pages.
The description of HTML is outside of the scope of this document. Numerous guides are available on the web, for example:
e http://www.w3schools.com/
e hitp://www.w3.org/MarkUp/
e http://www.htmigoodies.com/
e http://www.htmlhelp.com/
Also refer to the documentation available at http://ksa.carel.com.

APPENDIX G on page 62 lists the CAREL tags and describes an example of the default demo page resident on the pCOWeb. Other pages are shown in APPENDIX H on
page 72 (“Plugins”).

To create a simple HTML page, the Notepad application can be used on the PC, typing the following lines and saving the file as “example.html”:

P example.html - Blocco note o ] 4|
<html> . File Modfica Formato Visualizza 2
<!--tagparser="/pcotagfilt"--> Thtm s =]
¢l-—tagparser="//protagfilt"--»
<hl1>pCOWeb Demo Page</hl> “hi-pCOweb Demo’ Page ethis
zbr=
<br> MaZ address: c¥macaddress¥s
MAC address: <%macaddress%> l</htm1>
</html> =

Figure 4.a - Example of a simple HTML page
(the <$macaddress$> string is a CAREL tag that returns the MAC address of the pCOWeb).

To load the page created to the user memory, proceed as follows:
1. connect the PC to the pCOWeb, making sure that the PC can access to the HTML pages on the pCOWeb (see chapter 3 on page 10);
2. access the user memory via FTP (see paragraph 4.2 on page 17);
3. transfer the file of the page created to the area (/usr/local/root/flash/http/) reserved for custom HTML pages.
NOTE  The pCOWeb web server considers:
Jusr/local/root/
as the root directory; each page must be located inside this directory (or subdirectory).

4. Display the HTML page loaded by typing the location and name in the Internet Explorer address field:

http://10.0.0.145/example.html

then press ENTER.
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5. If a directory called “newdir” was created and the page was loaded into this directory, the
address would be:

http://10.0.0.145/newdir/example.html

IMPORTANT  Browsers such as Internet Explorer, Mozilla Firefox and others create a copy of the
pages visited in their cache, and when the page is next called the contents may be
loaded from the cache, rather than requesting an update from pCOWeb. This means
that at times the desired result is not displayed, above all with dynamic pages such as
those used on pCOWeb.

The browsers, nonetheless, feature of a specific command to force them to update the
pages from the web server (for example Ctrl+F5 requests the page from the server, F5
could load from the cache).

Ctrl+F5 should be used whenever there is doubt that the result may haven been
loaded from the cache on the PC.

4.2 ACCESSING THE USER MEMORY VIA FTP

/j http://10.0.0.145/http fexample.html - Windows Internet Explorer

@: ~ |&] hitpif{10.0.0.145 hetpfexample. html

Fil= Edit View Favorites Tools Help

Google |G~ 'IGO *r@ 9B~ | % Bookmark
$9 6 @ hbtp:j10.0,0.145]Hetpjexample. htm |\—Sﬂ‘|”£
pCOWeb Demo Page

MAC address: 00:0a:5¢:10:07:15

Figure 4.b — How the HTML page created is displayed

pCOWeb features an FTP server that is used to access the user memory and load or retrieve files, for example custom HTML pages, configuration files, log files.
To use this function, the PC should be installed with an FTP client; for example SmartFTP™ (http://www.smartftp.com), used as the example in following procedure (for

other software the procedure is similar).

PROCEDURE
1. Download, install and run SmartFTP™ on the PC.
2. Create a new "Remote Browser” and enter the data
as shown in the Figure 4.c below.
NOTE  The IP address should be replaced with
the address of the pCOWeb; the default
Username and Password are: httpadmin
/ fhttpadmin; paragraph 8.8.2 on page
44 describes how to change this

information, and paragraph 8.3 on page Password {{ssesessens
38 shows how to read the current Hie [ Yiew Tools Favorites indow  Help Elpropartios httpadmin

information |”‘§ Mew Remate Browser  Chrl+h "

The following examples assume that the
current data being used are httpadmin /
fhitpadmin and the IP address is
10.0.0.145.

Exit

Once having selected the OK button, the contents
of the user memory will be displayed (path
usr/local/root/flash/http/); if this is not the case:

3. check the suggestions shown in chapter 3 on page

-BE
[ Mew Local Erawser
Mew Remote Browser {CEr+N)

New Remote Browser x|
~General -
= pCOWeb IP address
[ Paste LRL

Protocol INnrmaI FTR j
Host 10.0.0.145 Port 21

Path |

Login Type IUsername & Passward j
————,

Usernarne L httpadmin

fhitpadmin |

r~Add ko Favoites..,

Name 10.0.0.145 - httpadmin v futo)

IFavorites -2 Quick Connect )

Figure 4.c - SmartFTP™: creating a new “Remote Browser”

10: if the PC cannot access at least one HTML page on the pCOWeb, it will not be = Windows Firewall ]

able to access via FTP;

4. check that the PC is not running a firewall to block unwanted connections; for
example, in Windows XP “Windows Firewall” is normally active, and in the default
configuration this blocks FTP communication; to modify the settings, open the

IMPORTANT ~ Some FTP clients do not use the request from pCOWeb to open @ " Attivato (impostazione consigliata)

the user memory for “httpadmin” (/usr/local/root/flash/http/), but
rather show the contents of the root position; the user needs to
manually go to /usr/local/root/flash/http/.

‘windows Firswall sta utlizzanda le impostazioni del daminio.

Altre informazioni important su Windows Fiewal

T
Il computer hon & protetto.

Windows Firewall facilita la protezione del computer dagli accessi non autorizzati da

“Control panel”, select “Windows Firewall” and disable it (Figure 4.d). Internet o da una rete.

T
55} ¥ Disaltivato (impostazione sconsigliata)

Generale | Eccezioni | Avanzate

Questa impostazions blocea la connessions al computer da parte di
tutte le arigini esterne, tranne quelle selezionate nella scheda Eccezioni.

I”| Non consentire eccezioni

Selezionare questa opzione quando ci si connette a reti pubbliche

in ubicazioni meno protette, come in un aeroporto. Mon s icevera

aloun avwviso quando *Windows Firewal blacca un programma. Le
Smzioni nella scheda Eccezioni verranno ignorate.

Impgfstazione sconsiglista. Se viene disattivato “Windows Firewall, il
fimputer pud ezsere maggiormente esposto a virus e intrus
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Annulla |

Figure 4.d - Disabling Windows Firewall


http://10.0.0.145/newdir/example.html
http://www.smartftp.com/

5. Create a new “Local Browser” (Figure 4.e);

% SmartFTP - 10.0.0.145 - httpadmin

i 8 A X File | Commands ‘ew Tools Favorites
a new window will be opened showing the contents of the PC (Figure 4.f below). 0 Mew Remote Browser  Cirkehl
Then simply drag the directory or files from one window to the other, or alternatively delete the files. [ New Local Branser B -
4% Recornect Ctrl+R
IMPORTANT ~ The pCOWeb web server considers: B Discormect caHD
Exit
/usr/local/root/
= 2 10.0.0.145
. o . B usr
as the root directory; each page must be located inside this directory (or subdirectory). =8 h'%“"
[Sg'm ':DDE

Figure 4.e - SmartFTP: creating a new
Local Browser

% SmartFTP - Desktop
fle Commands View Tools

=l
Favorites  Windaw  Help
Address | |+ (@] 10.0.0.145 - httpadmin - H Login httpadmin Password seeesessse Port 21 anenymous |/ 0y - | e = EI m ml
" &% 10.0.0,145 - httpadmin b -x I Desktop b -x
3 - O - [ Juslacalroot/flashibits HE; | D - © - @ pesktop -ag:2 s 0= l=1R &-d
L& 20 As) : o [ag] e =EAlE (‘Folders S [ bimensiok
Folders v 3 X | Name | Size | Type/Descrip. ., | = G Deskiop Epecumerti
) Documenti 4 Risorse: del computer
5 2 10.0.0.145 = | | Eadmin Cartslla di fils o e . Risorse di rete
e Dindex_img Cotelldifie | @y "3 P e * e
=3 local Coiea Cartella difile .j c::t:f‘z e ETriernet Explorer
B3 root (Dplugins Cartella difil - {3 Collegamenti desktop nutiizzati 18 Mozl Firefox 2
- flash |&]index.htrl 2,65KB HTMLFile < 4 smartFTP Cliert 2
=R httpd =] template. xml 982 bytes  Documenta XML €] ) Collegamenti deskiap rutlizzati
il Jid || K1 | i | =Y atiRete Carel 1
5 Eggﬁgg% 200 NOOP conmsnd sucosssful sl a rbed g
[22:43:36] 200 NOOP command successful
[22:44:26] HOOP
[22:44:26] 200 NOOP command successful
« |[22:45:16] HOOP
2 |[22745:16] 200 WOOF command sucosssful =
x 4] | Llj \ P 1
& ohjects 3,61 KB 10.0.0.145 Oggetti: 10
Z -] < | B Wy Ho Workers 1 2 KBpsfworker o
g, | Mame | size | Source | Destination | status | Average Speed | Current Speed | Elapsed | Left |
E
H
o
Figure 4.f — SmartFTP with the “Remote Browser” (left) and “Local Browser” (right) windows
The path for entering the web pages and the customised directory is:
Jusr/local/root/flash/http/
Figure 4.g describes the memory on the
pCOWeb and highlights the volatile and VOLATILE MEMORY firmware: A block
non-volatile ~ (read/write or read-only) r=-- (if deleted: Rescue Mode)
I
memory areas. Ir-- config files
i
I
£ | ~- user web pages
I
b
< o ! ~- user cgi files
£ [
£ [N

root for "thttpd”

|
I
|
T
I
web server !
\ I
\ |
\ usr—cgi- — — — =
directory ... Y
directory ... \
directory ... \
77 ™ Jinitrd \
directory ... | NON VOLATILE MEMORY
directory ... \ read—write
directory ... \
directory ... '
usr- \\
direciory ... \
directory ... 1
local ——— |
root
Y
root () dirsofory ...
directory ... | oo
directory ...
directory ...
directory ..
directory ...
directory ...
directory ..
directory ...
directory ...

NON VOLATILE MEMORY
read—only

Figure 4.g -pCOWeb memory: volatile and non-volatile memory
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6.  Alternatively, to use Internet Explorer as the FTP client, type:

ftp://httpadmin: fhttpadmin@10.0.0.145/usr/local/root/flash/http

Blank Page - Windows Internet Explorer

@:-: Ié lftp Jihttpadmin: fhttpadmin@10.0.0. 145 fustlocalfrootjFlash/htkp I

File  Edit ‘iew Favorites Tools  Help

Gocgle[C-  ~]sd® D B~ | ¥F soomarier B
* ale @BlankPage | |

/‘ FTP directory /usr/local/root/flash/http at 10.0.0.145 - Windows Internet Explorer = | Ellﬂ
@: - |g Frp:f10.0.0. 145/ usrflocalraot flash/http j 5| % IGoogIe So ik

File Edit Y“iew Favortes Tools Help

Goog[eGo {}@ 9 E] b | i:? Bookmarks+ Sl?blncked ‘ A?Check » % Autolink = ‘.; Autarl @Send tow (; @Settlngsv

i:? '1'% "_',éFTP directary fusrflocalfroatiflash/http at 10.0.0.145 | | @ - Q - Qé; - l-_;]"Page - _Q} Tooks +

FTP directory /usr/local/root/flash/http at 10.0.0.145

To view this FTP site in Windows Explorer, click Page, and then click Open FTP Site in Windows Explorer.

Up to higher level directorv

01/01/2007 12:00 Directory admin

01/01/2007 01:14 2,722 index.html

01/01/2007 01:14 Directory index img

02/11/2007 12:00 Directory log

01/01/2007 01:14 Directory plugins

01/01/2007 01:14 982 template.xml |

=

[pore [T [ [ [émeermet L 100% A4

Figure 4.h - Using Internet Explorer as the FTP client

This solution is not recommended, however, as it is not suitable for copying files from the PC to pCOWeb; in addition, previous versions of Internet Explorer
had problems in navigating the memory space outside of the areas used for the HTML pages (configuration files, ...).

7. Alternatively, Windows Explorer can be used (see Figure 4.i below), typing in:

ftp://httpadmin@l10.0.0.145

=10O] x|
File Modifica ‘Yisualizza  Preferiti  Strumenti  ? | "f
@ Indletrn/v_d—m W Cartelle v/—\
Indmzzﬂ ftp: httpadrmin@10.0,0, 145] ) H B vai
MNome -\ IDWT\DU \lUItima difi
L 2
Accedi come x|

% Impossibile accedere al server FTP con il nome utente e la password specificati.

P | Server FTP: 10.0.0.145
| |Utente: httpac Mome utente: IEE@P—————-—._E\ j

Password: s fhttpadmin

Dopo l'accesso, sard amento a Preferiti che consentird

di tornare fadlmente al server FTP,

& Prima dellinvio al server, password e dati non vengono crittografati o codificati. Per
proteggere password e dati, utilizzare le cartelle Web (webDat),

Ullkeriori informazioni sullutiizzo delle cartelle Web,

[ Accesso anonimo ™ Salva password

Figure 4.i - Using Windows Explorer as the FTP client
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ftp://httpadmin:fhttpadmin@10.0.0.145/usr/local/root/flash/http
ftp://httpadmin@10.0.0.145/

in the address field, confirming with Enter and specifying the password, fhttpadmin:

=101
File  Modifica  Wisualizza  Preferiti  Strumenti 7 | ;','
G Indietro - J - ﬁ | /.. ) Cerca Cartellz Elv
& Empty folder =101 =]
Inditizzo |E§I Ftp:/f10.0.0,145/ = N (e
File Modifica  Wisuslizza  Preferiti  Strumenti 2| g8
Mome = | Dimensi... | Tipa | Ultirna madifi —
Y ‘B >
I admin Cartella di file 04/01 /2007 G Indigtro - [0 I T g Cerca
Iindes_img Cartella di file 04/01 /2007
Silog Cartella di flle o4yoryzon7 || Indiizze |5 cEmpty foider = Bva
|Zplugins Cartella di file 04/01 /2007 | Dimensione | Tipo | Data ulkima
g]index.html 2,65KB HTML File 04/01)2007 E] Texk doc.txt 0KB Docum...  23/02/2007 1
E gmplate ol 932 bytes  Documento XML 04/01)200
' Text doc.bxt Obytes Documento di kesto gt zon7
gl | ]
[ Ukente: httpadmin [% Local intranet 414 | | |
|oagett: 1 |0 btes |4 My Computer Yy

Figure 4.j - Using Windows Explorer as the FTP client

“Explorer” automatically shows the contents of the /usr/local/root/flash/http/ directory, but does not allow navigation outside of this directory. In this case,
files can be transferred from pCOWeb to the PC and vice-versa.

4.3 EVENT NOTIFICATION: E-MAIL, FTP PUSH, SNMP TRAP/INFORM

Notification messages can be programmed to be sent when asynchronous or scheduled events occurred.
The following types of notification messages are managed:
e E-mail, the body of which can contain customised text or a web page with the values of the pCO controller variables read at the moment the message was
sent; possibility to attach a custom XML file containing the values of the variables;
e XML file, identical to the one sent by e-mail, but in this case delivered by FTP (FTP PUSH function);
e SNMP TRAP or INFORM messages, which can contain up to 5 values of selected pCO variables.

INFORMATION
e To be able to send e-mails, pPCOWeb must have access to an SMTP server on the local network or the Internet: pPCOWeb sends the e-mail to the server and
a PC can then access the server and download the messages that have been sent to it.
APPENDIX D on page 57 presents the ArGoSoft Mail Server, a freeware application downloadable from the Internet that, once installed on the PC, can receive
e-mails from the pCOWeb and then forward them to an e-mail client, for example Microsoft Outlook. This server is recommended for running tests without
necessarily having to access an external server.

e Tobe able to send files via FTP, pCOWeb must have access to a PC on the local network or on the Internet that is running an FTP server application that can
receive such files.
APPENDIX E on page 60 presents FileZilla Server, a freeware application downloadable from the Internet that, once installed on the PC, can receive files from
pCOWeb via FTP.
This server is recommended for running tests without necessarily having to access an external server.

e To receive the SNMP TRAP or INFORM messages sent by pCOWeb, a PC must be available, on the local network or on the Internet, that is running a
supervisor based on the SNMP protocol.
APPENDIX F on page 61 presents Trap Receiver, a freeware application downloadable from the Internet that, once installed on the PC, can receive and show
the notifications TRAP / INFORM from pCOWeb.
This server is recommended for running tests without necessarily having to use an SNMP supervisor.

4.3.1 Events generated upon variations in the value of a variable

pCOWeb can be set to send a notification when the value of a pCO controller variable changes.
The types of messages sent can be selected separately for each variable. For the settings see 4.3.3 on page 23 and 4.3.4 on page 25.

Digital variables
The notifications can be sent upon the following transitions:

e 0—Tlonly

e 1-0o0nly

e both
Example 1

E-mail and FTP PUSH programmed to be sent when digital variable 12 changes from 0—1.
0—1 send both notifications
1—0 nothing sent
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Example 2
E-mail and FTP PUSH programmed to be sent when digital variable 12 changes from 0—1 and 1—0.
0—1 send both notifications
1—0 send both notifications

Analogue and integer variables
For analogue and integer variables, the value that crosses a programmable threshold generates an “activation” event; if the threshold plus hysteresis is crossed
backwards, a “return” event is generated .

23 23
For each variable, the following can be set: a o
e the direction for crossing the threshold considered as “activation”; = c
e send notifications: only upon “activation” or upon “activation” and “return”; z z z
e the threshold (numeric value or content of a pCO variable); ; 5 5
e the hysteresis (numeric value or content of a pCO variable) for the return event. 2 1
In addition, two identification strings can be customised that are common to all the variables | = P Time
(default: “alarm fired” / “alarm reenter”), to be included in the e-mail and SNMP 205
notifications to identify the activation and return events. o 20
yst 1.
Example 1 (Figure 4.k) 198
FTP PUSH and SNMP TRAP programmed to be sent for analogue variable 8 only — T T T T -
upon activation when increasing, with threshold 20.5 and hysteresis 1.5.
18—20 nothing sent
20—20.5 send both notifications; string included: “alarm fired” 8
20.5—22 nothing sent ) ) .
225195 nothing sent Figure 4.k - Analogue and integer variables - Example 1

19.5—23 nothing sent
23—19  nothing sent 23 z
19—23  send both notifications; string included: “alarm fired”

Example 2 (Figure 4.1) ; 1
FTP PUSH and SNMP TRAP programmed to be sent for analogue variable 8 upon
activation when increasing and on return, with threshold 20.5 and hysteresis 1.5.
18—20 nothing sent

ALARM FIRED
N
ALARM FIRED

20—20.5 send both notifications; string included: “alarm fired” Threshold 20.5 -~ P Time
20.5—22 nothing sent

22—19.5 nothing sent Hyst 1.5 2

19.5—23 nothing sent 195

23—19  send both notifications; string included: “alarm reenter” - _
19—20.5 send both notifications; string included: “alarm fired”
20.5—23 nothing sent

©

Example 3 (Figure 4.m below)
FTP PUSH and SNMP TRAP programmed to be sent for analogue variable 8 upon
activation when decreasing and on return, with threshold 20.5 and hysteresis 1.5.
23—21  nothing sent
21—20.5 send both notifications; string included: “alarm fired”
20.5—19 nothing sent
19—21.5 nothing sent

ALARM
REENTER

Figure 4. - Analogue and integer variables - Example 2

21.5—19.5n0thing sent = ﬁ
19.5—22 send both notifications; string included: “alarm reenter” ;‘E
22—20.5 send both notifications; string included: “alarm fired” % 1 ; &
20.5—19 nothing sent T
_—— — A —
Hyst 1.5 s

Threshold 20.5 Time
20.5 \/ 20.5 >

ALARM FIRED
ALARM FIRED

Figure 4.m - Analogue and integer variables - Example 3
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4.3.2 Generation of the XML file

When a notification event occurs, pCOWeb can generate an XML file containing information on the pCOWeb and the values of the pCO variables, which can be sent via
FTP or as an e-mail attachment.

XML (eXtended Markup Language) is a standard file format for conveying information organised in a diagram; it is recognised by many types of software that manage
data that is imported from files. This function is useful when the receiving computer uses one of these software applications.

INFORMATION

e pCOWeb generates the file using a template based on a special file that must reside on the pCOWeb; as an example see “template.xml” included by default
and that can be edited by accessing the user memory via FTP (see 4.2 on page 17).

NOTE1 A copy of the default file “templatexml” is available in read-only memory. To call the copy simply access pCOWeb using the FTP protocol (see
4.2 on page 17) and get the file /usr/local/root/deftemplate.xml.
NOTE2  WordPad should be used to edit the template in the Windows operating system: in fact, the pCOWeb files conform to the Linux standard, which

differs from Windows in terms of the different management of the line break control characters; WordPad can import the Linux format and save
in Windows format, which can also be read by pCOWeb.

e When sending, pCOWeb will read the template selected in the notification settings, and will process it based on some simple rules described further on,
generating the new XML file to be sent.

HOW pCOWeb GENERATES THE XML FILE
pCOWeb reads the template file and copies it character-by-character to the destination file; whenever it recognises a sequence of XML tags, such as in the example

shown below, it adds the corresponding information.

LINE IN TEMPLATEXML

Table 4.a - The default “template.xml” file

MEANING

LINE GENERATED IN XML FILE TO BE SENT

<?xml version = '1.0' encoding 'UTF-8'?> Specifies the type of XML standard used <?xml version = '1.0' encoding =
<PCOWEB> The sequences of tags will only be recognised inside <PCOWEB>
sections that start with this tag
<SYSTEM> Start of the section with the sequences of tags with <SYSTEM>

pCOWeb properties (that is, not pCO)

<HOSTNAME></HOSTNAME >

Returns the name of the pCOWeb - always
"localhost”

<HOSTNAME>localhost</HOSTNAME>

<DATE></DATE>

Returns date and time the file was generated, in the
format YYYYMMDDHHMMSS

<DATE>19700101064832</DATE>

<IP ADDRESS></IP ADDRESS>

No action. Reserved for future developments

<IP ADDRESS></IP ADDRESS>

<MAC_ADDRESS></MAC_ADDRESS>

Returns the MAC address of the pCOWeb

<MAC_ADDRESS>00:0a:5c¢:10:07:15</MAC_ADDRESS>

<UPTIME></UPTIME>

Returns the time elapsed since the last reboot of the
pCOWeb

<UPTIME>0d2h42m</UPTIME>

<SYS_VERSION></SYS_VERSION>

Returns the firmware version of the pCOWeb (block B
- Bios)

<SYS_VERSION>B1.2.1</SYS_VERSION>

<APP_VERSION></APP_VERSION>

Returns the firmware version of the pCOWeb (block A
- Applications)

<APP_VERSION>Al.3.1</APP_VERSION>

<SEPARATOR_CHAR>.</SEPARATOR_CHAR>

No action. Suggests the character that the XML
interpreter can use as the separator for the values of
the analogue variables

<SEPARATOR_CHAR>.</SEPARATOR_CHAR>

</SYSTEM> End of the section with the sequences of tags with </SYSTEM>
pCOWeb properties (that is, not pCO)
<PCO> Start of the section with the sequences of tags with <PCO>
pCO properties
<PCONAME>Template Sample</PCONAME> No action. <PCONAME>Template Sample</PCONAME>

Line used to assign a name to the specific pCO; in the
example, the name is “Template Sample”

<PCOID>1</PCOID> No action. <PCOID>1</PCOID>
Line used to assign an identifier number to the specific
pCO; in the example, the number is “1”
<DIGITAL> Start of a section for digital variables <DIGITAL>
<VARIABLE> Start of the section for one digital variable <VARIABLE>
<INDEX>1</INDEX> Specifies the index 1 for the variable to pCOWeb <INDEX>1</INDEX>
<VALUE></VALUE> pCOWeb returns the current value (0) of the digital <VALUE>0</VALUE>
variable with index 1
</VARIABLE> End of the section for the digital variable with index 1 </VARIABLE>
<VARIABLE> Start of the section for another digital variable <VARIABLE>
<INDEX>2</INDEX> Specifies the index_2 for the variable to pCOWeb <INDEX>2</INDEX>
<VALUE></VALUE> PpCOWeb returns the current value (1) of the digital <VALUE>1</VALUE>
variable with index 2
</VARIABLE> End of the section for the digital variable with index 2 </VARIABLE>
</DIGITAL> End of a section for digital variables </DIGITAL>
<INTEGER> Start of a section for integer variables <INTEGER>
<VARIABLE> Start of the section for an integer variable <VARIABLE>
<INDEX>1</INDEX> Specifies the index 1 for the variable to pCOWeb <INDEX>1</INDEX>
<VALUE></VALUE> pCOWeb returns the current value (25) of the integer <VALUE>25</VALUE>
variable with index 1
</VARIABLE> End of the section of the integer variable with index 1 </VARIABLE>
<VARIABLE> Start of section for another integer variable <VARIABLE>
<INDEX>2</INDEX> Specifies the index_2 for the variable to pCOWeb <INDEX>2</INDEX>
<VALUE></VALUE> PpCOWeb returns the current value (200) of the <VALUE>200</VALUE>
digital variable with index 2
</VARIABLE> End of the section for the integer variable with index </VARIABLE>
2
</INTEGER> End of a section for integer variables </INTEGER>
<ANALOG> Start of a section for analogue variables <ANALOG>
<VARIABLE> Start of the section for an analogue variable <VARIABLE>
<INDEX>1</INDEX> Specifies the index 1 for the variable to pCOWeb <INDEX>1</INDEX>
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<VALUE></VALUE> PpCOWeb returns the current value multiplied by 10 <VALUE>9999</VALUE>
(999.9 x 10 = 9999) of the analogue
variable with index 1
</VARIABLE> End of the section for the analogue variable with index </VARIABLE>
1
<VARIABLE> Start of the section for another analogue variable <VARIABLE>
<INDEX>2</INDEX> Specifies the index 2 for the variable to pCOWeb <INDEX>2</INDEX>
<VALUE></VALUE> pCOWeb returns the current value multiplied by 10 <VALUE>-120</VALUE>
(-12 x 10 = -120) of the analogue variable
with index 2
</VARIABLE> End of the section for the analogue variable with index </VARIABLE>
2
</ANALOG> End of a section for analogue variables </BNALOG>
</PCO> End of the section with the sequences of tags with </PCO>
pCO properties
</PCOWEB> End of the section recognising the sequences of tags </PCOWEB>

NOTES on using the XML standard
e The syntax of a file with the xml extension can be validated, for example, by displaying it in Internet Explorer; pCOWeb nonetheless only recognises the
syntax shown above. In particular, it does not recognise the standard XML <text /> tag, which in standard XML is equivalent to the pair <text> + <text/>.
e pCOWeb does not validate the template file used.
e Information, strings and tags other than those shown above can be entered in any position; if not recognised according to the syntactical limits shown in
Table 4.a on page 22, they will be copied textually without any action.

4.3.3 Setting the common properties to all events
Par. 4.3.1 on page 20 describes the operation of the notification events. Below is a description of the setting procedure.

IMPORTANT ~ For pCOWeb to send the notifications, normally the “Gateway” needs to be set in the network configuration (see 8.4.1 on page 39). The
gateway configuration is not however required if the address of the pCOWeb and the addresses of the receiving network devices are in the
same subnetwork. For further information see APPENDIX B on page 53.

NOTE1  All the following settings are valid from when they are confirmed; the pCOWeb does not need to be rebooted.

NOTE2  The Tests page (see 8.9 on page 45) can be used to manually send all the notifications set, regardless of whether the events occur; once the events have
been set, it is recommended to check the sending of the notifications on this page.

NOTE3  APPENDIX D on page 57, APPENDIX E on page 60 and APPENDIX F on page 61 describe some freeware applications downloadable from the Internet that,
once installed on a computer, can receive e-mails, files via FTP and TRAP messages from the pCOWeb.
These should be used for testing without requiring an external server.

PROCEDURE
1. From the pCOWeb main page (see Figure 8b on page 36)
open the “Events” page (click point 1 in Figure 4.n).
2. Open the window for setting the recipients and the attached o TaTere
files (click point 2 in Figure 4.n). Corfiguratinn Events Handlers
The settings in this window will be common to all the events

Asynchronous Events

Clock and Logger

generated.
T — Al Eveints

The window is divided vertically into three areas (Figure 4.0 on Tef“ 5 —m

page 24, Figure 4.p on page 24 and Figure 4.q on page 24). Customcr s 6 —m e

Each has a confirmation button that is only valid for the Info & Contact

corresponding area. Synchronous Events

Reboot

'~ HTML
W3 2 oi

Figure 4.n - Notification events page
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“SNMP Hosts”: SNMP TRAP recipients (see chapter 6 on page 31).
Up to 5 recipients can be specified; to be able to receive SNMP TRAP notifications, at least the first (Host 1) needs to be specified.

SETTINGS AVAILABLE:

>

>

Hostname: IP address or name of the recipient PC (to use a name, a
DNS must be specified, see 8.4.1 on page 39).

Community: this represents a sort of SNMP keyword that is sent (not
encrypted) to the recipient, which can exclude any notifications from
communities other than its own; if left empty, the Default trap
community will be used (see 6.4 on page 33), but if that too is empty,
the TRAP will not be sent to the Host.

e “E-mail Configuration”: e-mail recipients.

>

Username / Password: Username and Password to access the SMTP
server used by pCOWeb to send the messages; for some servers this
information is required, while for others it isn't.

E-Mail Account (required for sending e-mail notifications): in the
message received this will be shown as the sender’s e-mail address.

If this address is required to send e-mails to the pCOWeb, remember
that pCOWeb does not feature a client for reading or downloading the
messages; these must then be read / downloaded using a client (for
example “Microsoft Outlook”) that accesses the e-mail server
corresponding to the domain address in this field (in the example
“providerl.com”); the corresponding MAILBOX must have been
created on the server: also see the APPENDIX D on page 57.
Identification (optional): in the message received this will be displayed
as the sender’s name.

Reply to (optional): if the recipient selects the “Reply to” option in the
e-mail client used, this represents the return e-mail address that the
reply will be sent to.

Destination #N (at least #1 required): e-mail addresses that
pCOWeb will send the messages to.

SMTP Server Address (required): IP address or name of the server that
pCOWeb connects to in order to send the messages; if a name is
specified instead of an IP address, a DNS must have been specified (see
8.4.1 on page 39).

XML template for attachment (required for attachments): this is used to
choose the XML template resident on the pCOWeb that will be used as
the basis for generating the attached XML file (see 4.3.2 on page 22);
“Choose” opens a list of files with the xml extension in
Just/local/root/flash/http; if the file name is entered, the path must be
specified starting from the root (/).

Attached file name (optional): name that will be attributed to the
attached XML file; if preceded by the “(date)” string, the name will start
with the date / time on the pCOWeb at the instant the file was
generated, in the format YYYY-MM-DD_hhmmss; leaving this field
empty, the name will be assigned automatically, made up of the date /
time, in the format; YYYY-MM-DD_hhmmss.xml.

e “Ftp Push Configuration”: FTP PUSH recipients for sending XML files.

»

Server Address (required to send notifications via FTP): IP address or
name of the FTP server that pCOWeb will connect to in order to deliver
the file; if a name is specified instead of an IP address, a DNS must have
been specified (see 8.4.1 on page 39); for an example of an FTP server,
see APPENDIX E on page 60.

Server Port (optional): specify only if a TCP port other than the default
21 is to be used.

FTP_Username / FTP Password (required): Username and Password to
access the FTP server.

FTP path (optional): path of the server, in the default directory for the
specified Username, where the sent file will be written; the path must
exist, otherwise the file cannot be received.

Input Filename (required): used to choose the XML template resident
on pCOWeb that will be used as the basis for generating the XML file

Ehittp://10.0.0.145 - Notification Editor - Mozilla Firelox

SNMP Hosts
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ity [sarvica_camemurty

Host 3

Host 4

Host 5
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Subimet
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Figure 4.0 - SNMP Hosts configuration for sending the TRAP

messages
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Figure 4.p — E-mail recipient configuration
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Figure 4.q - FTP PUSH configuration

sent (see 4.3.2 on page 22); “Choose” opens a list of files with the .xml extension in /usr/local/root/flash/http; if the file name is

entered, the path must be specified starting from the root (/).

Output file name (required): name that will be attributed to the attached XML file; if preceded by the “(date)” string, the name will
start with the date / time on the pCOWeb at the instant the file was generated, in the format YYYY-MM-DD_hhmmss.
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Open the window for setting the strings identifying the events for integer and analogue variables  EEEEEEEEETEE T
(click point 3 in Figure 4.n on page 23).

The settings in this window (Figure 4.r) will only be used for e-mail and SNMP TRAP/INFORM
messages and will be common to the events generated by all the integer and analogue variables.

In the e-mail notifications, the suitable string will be automatically added to the “Subject” field,
separated by a dash; in the SNMP TRAP notifications, the OID will be included automatically, with the

corresponding string and contents, based on the event, as follows (see 6.2 on page 32): ”;‘t;ﬁr;j“ﬁjzdmessages T —
alarm Tire:
Alarm reentered alarm reenter

(OID for the Alarm fired event string) Submit

1.3.6.1.4.1.9839.1.3.1.1.0
1.3.6.1.4.1.9839.1.3.1.2.0 (OIDforthe Alarm reentered event string)

(C) Copyright 2002-2006 by Carel €04, Brugine (PD) - Italy, All rights reserved,
Contact pcoweb@carel.com

Close Window

SETTINGS AVAILABLE:

> Alarm fired: string that will be included in the notifications when the threshold is |‘c'm,etatu ' 2
exceeded.

> Alarm reentered: string that will be included in the notifications when returning back Figure 4.1 - Setting the strings sent for Activation -
below the threshold, with hysteresis. Return

4.3.4 Setting the notifications set upon variations in the

variables

IMPORTANT  Some settings described below (“Event Handlers”, “Trap Configuration” and “E-Mail Configuration”) are also used for the scheduled events (see 4.3.5

on page 28).

NOTE: all the following settings are valid from when they are confirmed; the pCOWeb does not need to be rebooted.

PROCEDURE

1.

Open the window for setting the events corresponding to the DIGITAL variables (click point 4 in Figure 4.n on page 23).
A summary window is displayed for enabling the events relating to the variation of all the digital variables (Figure 4.s below). Moving the mouse, for example,
over the section relating to digital variable 1 shows the tooltip “Digital Variable 1"; clicking opens the window, divided into three sections, for setting the

events linked to digital variable 1.

IMPORTANT: The Submit buttons only save the values for the corresponding section.

P/ 100.0.145 - Digit al Variables Motications - Mozilla Fieeles

Digital DIG VARE Analog Integer
page Vvariables variables Timed evonts
variahle 1dx e Digital Variahles

bt /11 43 - Botification Ldeor - Variable Dgtal 1 - Mozilla Firefoi

e e e e e e e e e e Type: Digital Variable:1

150 =00 KN | pd o o B o o s B Y ) b o b b oy o P g i e b Dud oy D b General Conflgquration
T e Events enabls [ &
apm = e ] X . . Trigger: Fositive E
W1-207 L. Click here to set a Digital Variable 1 event
Event Handlers
Trap e @
¥ = General Enable Enable all the events (Trag, Email, Fo push.) configured E-mall o L
T = Trap SNMP Enable Trap sending FTP Push I &
E = E-mail Enable E-Mail sending
F = Ftp Push Enable FTP PUSH managemant
Submit |
Close Window ﬂ
kD 1T10.0.0. 1 4snfialow. otk ymap._ kol ke pomerrerey

Figure 4.5 - Events generated by digital variables

Type: Digital Variable: 1 : the settings in window only refer to the digital variable with index 1.
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e  TOP SECTION - COMMON SETTINGS: General Configuration and Event Handlers (Figure 4.5 - right - on page 25)
»  Events enable: enable all the events generated by variations

to the variable. EE—— : ; -
»  Trigger: a notification event is generated when there are Trap Configuration
following variations in the value of the variable: - [iom 120 ]
Positive: 0—1; L |'.5.3 5.'1 4158392111
Negative: 1—0;
Positive & negative: 0—1 or 1—0;
» Trap / E-mail / FTP Push: select one or more types of
notification to be sent when the event occurs.
IMPORTANT: these decisions are also used to send
notifications for scheduled events (see 4.3.5 on page 28).
Submit I
=l
e MIDDLE SECTION: Trap Configuration —
> Version: type of version; V1: conforms to SNMPv1; Inform ] ] )
(v2¢): conforms to SNMPv2c, Select in accordance with the Figure 4.t - TRAP configuration for an event

version of the SNMP supervisor that will receive the notifications.

> Enterprise OID (required to send the TRAP message): description of the TRAP object; sent together with the TRAP, allows the receiver
to associate the correct meaning with the message based on the information included in the MIB description file.
IMPORTANT: pCOWeb sends the TRAP only if the string entered respects the syntax of an OID.

> Retry / Timeout (optional, only used if Version=Inform (v2c)): specifies the maximum number of send attempts after the first, and the
time interval for retrying the TRAP (INFORM); when reception is acknowledged by the receiver, the send attempts are stopped.

> Var OID #N (optional): specifies an SNMP object whose OID and corresponding value will be attached with the message; for example,
specifying the OID of a pCO variable, when the TRAP is sent pCOWeb will acquire the numeric value of the pCO variable specified by
the OID set and will attach this with the message, together with the OID.

»  Hosts Enabled (at least one required): enables the recipients (Hosts), from those set in Figure 4.0 on page 24, that the TRAP will be
sent to for the events relating to the variable.
IMPORTANT: any Hosts enabled after one that is not enabled will be ignored.
Example: 1:1 2 - 3:3 4:4 5: -
Hosts 3 and 4 will not be used.

e BOTTOM SECTION: E-Mail Configuration
> Subject (optional): in the message received, the text entered T T TR e aldlzl

will appear as the Subject. =-Mall Configuration 3
> Body: select the contents for the body of the e-mail | [67a Var 1 - vaios 3%t 1o 1 PRESSURE ALAF
message: : ¢ ,M
From file: the name of a file with the .html extension [ o ®
can be selected; “Choose” opens the list of
the .html files in /usr/local/root/flash/http/; I
if entering the name of the file, remember J

that the starting directory for the search is =
Just/local/root/.

Figure 4.u - E-mail configuration for an event
NOTE If the file includes the line:

<!--tagparser="/pcotagfilt"-->

the contents of the file, before being added to the body of the message, will be processed by the
pCOWeb WEB server (see APPENDIX G on page 62); in this way, by creating simple HTML pages, the
body of the message can contain the value of some pCO variables read at the moment the message was
sent.

pCOWeb does not support the encapsulation of images inside the e-mail messages sent: alternatively,
the HTML page can contain links to image files; the e-mail client will highlight these with bookmarks and
the links can be opened by dlicking the right mouse button. To simply copy the text of the document
without this being processed, do not include the line shown above.

From text: alternatively, the text entered in the text box on the side can be added. pCOWeb will automatically add the date /
timesting Date: dd/mm/yyyy hh:mm, and then the text entered to the body of the message.

> Enable Attachment: enable the sending of the attachment.

2. Open the window for setting the events relating to the ANALOGUE variables (click point 5 in Figure 4.n on page 23 or click “Analogue Variables” in the
settings summary window — Figure 4.v on page 27).
A summary window is displayed for enabling the events relating to the variation of all the analogue variables. Moving the mouse, for example, over the
section relating to analogue variable 7 shows the tooltip “Analogue Variable 7”; clicking opens the window, divided into three sections, for setting the events
linked to analogue variable 7.

IMPORTANT: The Submit buttons only save the values for the corresponding section.
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Type: Analogue Variable: 7 : the settings in window only refer to the analogue variable with index 7.

e TOP SECTION - COMMON SETTINGS: General Configuration and Event Handlers (Figure 4.v - right)
Paragraph 4.3.1 on page 20 describes the generation of events based on a threshold. Below is the meaning of the settings on the page.

0 http://10.0.0.145 - Analog Yorkables Sotifications - Hozilla Firefox

b e A0 45 - ek abion Edor - Variable Analog 7 - Mocilla il

s — -\\NALOG\«"ARS[M
ui nalog eger
Varlables page Varlables Wb
Wariabla 1dx Analog Variables . 0 | I l CAREL
2 o 0 2 e ) ) P P P P P Y O A T
o B EEEEEREEEE L EEEEEEE EEEEEEEEE EEEEEEELEE Type: Analog Variable:7
CFee General Configuration
Events enable s
Trigger Fostive =
121-160 -
Threshold
161-200 .
b resy
R ' ‘
------- Click here to set an Analog Variable T event
Event Handlers
Trap o
¥ = General Enable Enabla all the avents (Trap, Email, Frp push..) configured E-maill o
T = Trap SNMP Enable Trap sending FTP Push P
E = E-mail Enable E-Mail sending N
¥ = Ftp Push Enabli FTR PUSH management
Subirnit I
| Betea10.0.0. 185 condiplem_otfymmap_snskog. benle [ Campletara

Figure 4.v - Events generated by analogue variables

> Events enable: enable all the events generated by variations to the variable.
> Trigger: an “Activation” notification event is generated when there are following variations in the value of the variable:
Positive: the value of the variable crosses the threshold while increasing;
Negative: the value of the variable crosses the threshold while decreasing.
Threshold / Hysteresis: crossing threshold / return hysteresis, either values that are entered or analogue variables that can be selected.
Reenter: enable the generation of a notification event when returning.
Event Handlers: select the type of notification that will be sent when the events set above occur.
IMPORTANT: these decisions are also used to send notifications for scheduled events (see 4.3.5 on page 28).

Y V VY

e MIDDLE AND BOTTOM SECTION: Trap Configuration and E-Mail Configuration
These sections and the corresponding functions are identical to those described for digital variables.

3. Open the window for setting the events corresponding to the INTEGER variables (click point 6
in Figure 4.n on page 23, or click “Integer Variables” on the settings summary window — Figure a
). @i -
The windows and the settings are similar to those for the analogue variables.
It should be noted that in this case Threshold / Hysteresis can be set as values entered or as I R L S 1

integer variables that can be selected.
Figure 4.w - Opening the integer variable summary settings
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4.3.5 Scheduled events (generated at time intervals)
pCOWeb can be set to generate events for sending notification when a set and repeated time interval expires.

PROCEDURE
1. Open the window for setting the scheduled events (click point 7 in Figure 4.n on page 23).

- Hotification Cditor - Mozilla Pirefox

lvpe: Scheduled number: 1

Configuration

Digital Analog Integer .
variables Varlables Variables Timed events ) N
Main enable

1-20
» AT TTT T T T T T submit__| Seherhued evesi | |
click here to set a scheduled event Close Window
| Comgietoto . '

Figure 4.x - Scheduled events

Type: Scheduled Number: 1: settings for scheduled event 1; overall 40 settings windows are available.

SETTINGS AVAILABLE:
»  Main enable: enable the generation of scheduled events for this window.

»  Timeout: repeat time; the first event will be generated after the Timeout has elapsed from when the “Submit” button was selected; the following

events will be generated when the “Timeout” has elapsed again.

> Variable type / Variable index: the scheduled events in the current setting window use some decisions set in the windows for the events based on

variations (see 4.3.4 on page 25) related to the variable selected by these two settings.
The shared settings are in the following sections:

Events Handlers

Trap Configuration

E-mail Configuration

NOTE ~ The SNMP TRAP and e-mail notifications relating to scheduled events for analogue and integer variables always automatically include the string

entered in the “Alarm fired” field in Figure 4.r on page 25.
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5 LOGGER AND GRAPHS

pCOWeb can save the values of max 10 variables sampled at regular time intervals to non-volatile memory (“Logger” function).
For one of these variables, pCOWeb can also create a file in .bmp format containing a simple graph of the trend in the values; the graph can then be displayed on a web

page.

IMPORTANT: the logging function will not start if the date of the pCOWeb is earlier than 01-01-2006. For the date / time settings see 8.6 on page 40.

START OR DISPLAY THE RECORDS
1. Open the Clock and Logger page (Figure 5.a).

2. Click the “Logger” tab. Informations Cock daer
The settings 'aretlocated in the bottqm sectipn o_f the page (Figure 5.b below); they Configuration @mﬁ)‘;d et
becomes active just after the “Submit” confirmation. i S T

Events

SETTINGS AVAILABLE:

»  Check logger status and free space available: a window is opened that

shows the status of the logger (“Running” / “Not Running” / “Waiting

for a valid clock configuration”) and the space occupied and free in the
non-volatile memory.

»  Time sample: sample time, common to all

Figure 5.a - Opening the Logger and Graph settings

the variables.
»  Compression (.gz): the data files created -
are .cvs; if Compression is enabled, Informations; |~ Logger stams

compressed files in .gz format are created, | | kg

and can be opened using various AR Logger configuration
decompression tools, for example the Tests e ihs 0
“Filzip"  freeware, http://www.filzip.com Customer Site
(but not with the decompression tool Info & Contact ;
included by default in the Windows st | ey i oo [ —
operating system); this is used to save Variabl e & [Gea =12 =] [ian miie
space in the memory, as the data files are 7 2 :-' - jg{
made up of highly repetitive data, a « c a2 |
situation  that  allows  significant i by B 9 — jg{
compression. . ariables € - e =T |
> Variable 1-10: enable the logging of the WaC SN variable 10 € a (B [ |
variables; the Short Description is included Graph
in the file saved. [Vt =
»  Enable Variable Graph: select the variable ,71",,
used to generate the graph (Disabled: the | I
graph is not created - save memory o o =
space).

> Low Limit / High Limit: limits for the value

of the variable when drawing the graph. Figure 5.b — Logger and graphs: configuration
HOW THE RECORDS ARE SAVED

Whenever the specified time interval expires, the sampled values are added to a temporary file resident in VOLATILE memory; at 00 minutes each hour, the data is
downloaded to a file (history_diskbuffer) in proprietary format in NON-VOLATILE memory (/usr/local/root/lash/http/cache).

At midnight each day this file is recopied in .cvs text format (compressed when enabled) in NON-VOLATILE memory accessible to the user, in the
“/usr/local/root/lash/http/log" directory, organised into monthly subdirectories (2007-02, 2007-03, etc...); the graph file is created (if enabled) in .bmp format in the
same memory space.

The logging mode is optimised for a minimum number of writes to non-volatile memory, so as to reduce the degradation of the memory (minimum guaranteed write
cycles: 100,000).
NOTE: in the event of power failures, this logging mode limits the maximum duration of data loss to one hour.

Nonetheless, the .cvs / .bmp files for the current day can be created manually, so as to obtain all the data saved until that moment.

In the “/usr/local/root/flash/http/log” directory, pCOWeb automatically saves the powerup-log.cvs file containing the records, with the date / time of the events: “Start
firmware” and “Stop firmware”, respectively “Power-up” and “Power-down” (the latter is only written when the Stop follows a reboot while pressing the physical button
or selecting the button on the configuration page; in this way, two consecutive “Power-up” events indicate that there was a power failure between the two events.

The .cvs files and the graphs appear as shown in Figure 5.c on page 30.

The first line of the .cvs files lists the types of variables enabled for logging, the second line the indices and the third the descriptions attributed; these are followed by the
lines with the records.
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IMPORTANT

DOWNLOADING THE RECORDS
The top section of the page (Figure 5.d below) features the buttons for displaying and downloading the data.

Update cvs file and graph: manually create
the .cvs file (and, if enabled, the .bmp)
relating to the current day, so as to acquire all
the data saved until that moment; during the
update, a window is displayed that shows the
activity in progress; the procedure may take
around one minute; the window must be
closed manually at the end.

If this button has not been pressed at least
once, the data for the current day will only be
available starting from the next day (in any
case, at midnight the files are overwritten,
including the data for the entire day).
Download all the cvs and graphs (the
password for the Username httpadmin has to
be entered, which by default s
“fhttpadmin”): a window is opened (this may
take some time) showing the list of
directories for the months in which records
have been saved; to download, select the
directory and then click a .cvs file; clicking a
.bmp file opens a window that displays the
graph.

Download only the latest cvs file: this
function only downloads the .cvs file
for the current day; the file must first
have been created using the “Update
cvs file and graph” function.

View last graph: a window is opened

that displays the graph relating to the

current day; the file must first have
been created using the “Update cvs
file and graph” function.

CI Nt 101,144 - Trags Edor - Mocilla Firefo =101 x1

@ L @K

543, O
1=k
File Modifica Formato ‘Visualizza 7 =0
Type, Analog, Integer,Digital -
Index,5,12,2 e
Pressure,Steps,Main enable —
2007/03,/01 14:50:45,12,, ___/
2007/03,/01 14:51:15,12,, —
2007/03,/01 14:51:45,12,,
2007/03,/01 14:52:15,12,,
2007/03/01 14:52:45,12,,
2007/03,/01 14:53:15,12,,
2007/03,/01 14:53:45,12,,
2007/03,/01 14:54:15,13,,
2007/03,/01 14:54:45,13,, - - - -
2007703401 14:55:15,13,, :
2007/03,/01 14:55:45,13,,
2007/03,/01 14:56:15,14,, =l :

Informations

Configuration

Events
Tests

Customer Site

Tnfn & Contact

Figure 5.c - Logger and graphs: end result

Download logged data and graphs
® Update csv files and graph

®E Download all the csv and graphs
® Download only the latest csv files
m

view last graph

N

| http://10.0.0.145/configipw_clockefg.html

Figure 5.d - Discharge logger and graphs

Whenever the configuration of the Logger is changed during the day, pCOWeb retains the values saved until that moment but updates the first three

lines of the header (see Figure 5. - left); if the selection of the logged variables is changed and the records saved until that moment need to be

retained, proceed as follows:

1. before changing the configuration, save the data to the PC by first selecting Update cvs file and graph, then Download all the cvs and

graphs;

2. disable all the variables currently selected for logging;

3. manually delete the file “history_diskbuffer” in the /usr/local/root/flash/http/cache directory by accessing the pCOWeb via FTP, with the
“root” Username / Password (default “froot”); make sure not to modify other files / directories in this phase, as the “root” Username, in
opposition to the case of “httpadmin”, has no restrictions;

4. reboot pCOWeb;

5. then restart the Logger, selecting the new variables for logging.
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6 SNMP

SNMP (Simple Network Management Protocol) is a protocol used in Ethernet networks for controlling and setting the parameters for the network devices, for example
switches and network printers.

A complete description of the SNMP protocol is not within the scope of this document. The system integrator, who is usually responsible for setting the various
parameters, checking network communication and setting up the supervision system, should know how SNMP works.

A simple system based on the SNMP protocol normally features a series of devices, each containing an SNMP Agent, as well as a central supervisor called the NMS -
Network Management Station — which periodically queries the devices, acquiring the status and where necessary setting the operating parameters.

The simplicity of its messages means that SNMP is becoming increasingly widespread, above all for the control of industrial devices.
pCOWeb includes an SNMP v2c Agent, that is, an application that responds to network queries in SNMP protocol version 1 and 2c.

CAREL has also developed a different version of the firmware for the pCOWeb that supports SNMP version 3. The firmware can be downloaded to the pCOWeb using
the firmware update procedure described in 8.11 on page 46. This firmware uses an SSH tunnel for encrypted access to the HTML pages. For further details, go to

http://ksa.carel.com or contact CAREL.

The pCOWeb SNMP Agent is developed using the Net-SNMP open source package, version 5.0.9; refer to this application for further information.

TRAP/INFORM
pCOWeb features a TRAP generator that sends notification messages to an NMS in SNMP TRAP or INFORM v2C format when events occur relating to the pCO variables,
as set by the user. The TRAP/INFORM messages are useful because they are sent by the Agent, thus providing information in real time regardless of whether they have

been queried by the supervisor. To set the SNMP TRAP notifications, see paragraph 4.3 on page 20.

6.1 OVERVIEW OF SNMP

oD
The main concept found in the SNMP protocol involves the definition of the variables, which in this language are called objects.
Each object, within an Agent, is identified by a unique sequence of numbers, separated by decimal points, as follows:

1.3.6.1.4.1.9839.2.1.2.45

Reading from left to right, each sequence can be graphically represented as a unique path of branches in a tree, in which the numbers on the left are closer to the root.
The SNMP standard has issued a series of rules for using the numbers in the tree, and has reserved some specific paths for common uses or specific organisations. The
standard also allows as each number to be replaced by a name.

In the example, the path is rewritten with the standardised name, in brackets:
1(iso) .3 (organization) .6 (dod) .1 (internet) .4 (private) .1l (enterprises)

The path shown above is reserved for companies (“enterprises”), for — [*

specific developments. P&
3

Within that path, any company can apply for and obtain a specific
identifier, and, within that branch, allocate the identifiers of the objects
defined in its own products.

The "enterprises” identifier assigned to CAREL is 9839.
Therefore the path:

TTITTTTT

TTITTTT

[T

TTTTTT

FHTTTTTT

1.3.6.1.4.1.9839

identifies the CAREL space within each SNMP device.

Inside the CAREL space, the objects that correspond to the pCO
variables and some typical objects of the pCOWeb have been added; for
the description of this space, see 6.2 on page 32.

As the SNMP Agent is based on the Net-SNMP package, it also supports
all the typical objects of that application. For informations on this part of
the SNMP tree in pCOWeb, see the documents on Net-SNMP (www.net-

snmp.sourceforge.net).

[T

©
o
o
©

TTTTTTI
[T

[T

THTTTTT

Oggetto 1.3.6.1.4.1.9839.2.1.2.45]

Figure 6.a - SNMP tree - example of a pCOWeb OID (Object IDentifier)
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BASIC SNMP COMMANDS
The basic SNMP commands used by the NMS manage the variable read/write operations.
e snmpget / snmpset: read and write a specified SNMP object respectively;
e snmpgetnext: based on an initial SNMP object, reads the object implemented in the Agent that is next to the one specified, considering the lexigraphical order
of the path of the MIB tree;
e  snmpwalk: based on an initial SNMP object, reads the entire part of the SNMP tree implemented in the device, next to the specified object (in reality, this
command uses a sequence of snmpgetnext commands to request the “next” object each time).

COMMUNITY

SNMP v2 does not feature authentication (Username / Password) (these concepts were however introduced in SNMP version 3). In version 2 the data is also exchanged
without encryption.

Nonetheless, version 2c uses an identifier word (sent without encryption) called the “Community” that acts as a filter for the reception of the data or executing
commands.

When an NMS needs to read the value of an object in an Agent, it must send a “ReadOnly Community” or a “ReadWrite Community” string that matches the identifier
set in the Agent.

The same is true for the “ReadWrite Community” string when writing data.

Similarly, when an Agent sends an SNMP notification message (TRAP or INFORM), it specifies a “Trap Community”; if this does not coincide with the recipient “Trap
Community”, the message will be ignored.

6.2 THE pCOWeb SNMP TREE

The format of the CAREL pCOWeb OID (object identifier) is:
1.3.6.1.4.1.9839(CAREL) .A.B[.C.D]
where:

A=1: pCOWeb properties

A.B

1.1.0 Agent release (read-only), 2 for firmware A1.3.1 - B1.2.1
1.2.0 Agent code (read-only), 2 ("pCOWeb")

A.B.C.D

1.3.1.1.0 ALARM FIRED string (read/ write)
1.3.1.2.0 ALARM REENTERED string (read / write)

A=2:pCO properties
A.B.C.D

2.0.10.1.0 communication status with pCO (read-only)
0=pCO offline 1=communication attempt 2=pC0 online

2.0.11.1.0 No. of communication attempts with pCO (read-only)
0 when ok or, during of £ 1 ine, each 5 attempts

2.1.t.1.0 pCO variables (read / write)
t:type of variable (1: Digital 2: Analogue 3: Integer)
1:variable index

NOTE1  SNMP requires the use of the final zero when referring to scalar objects, that is, not tables or lists. All pCOWeb objects are scalar.
NOTE2  Reading the pCO variables with indices that are not managed by the BIOS version used return insignificant values.

NOTE3  Avariable is always read/write, however the value will be retained only if featured in the pCO application program.

Example:

1.3.6.1.4.1.9839.2.1.2.45.0 type 2 pCO variable (analogue) with index 4 5.
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6.3 MIB FILE

The objects contained in an SNMP Agent are normally described using a document called the MIB FILE, the format of which is codified by SNMP.

The document must be written using the syntax specified by SNMP and must be uploaded to the NMS supervisor when this queries the Agent or receives the TRAP
message: if the NMS contains the MIB file, it can use this an “interpreter” that, as well as containing the list of all objects available on the Agent, describes the properties,
for example the description, the writability, the type, etc....

As the MIB file contains the physical meaning of each object, it can only be created once the pCO application has been defined.

For this reason, upon request CAREL only provides the MIB FILES for the standard CAREL pCO applications, which can however be used to as the basis for creating a
MIB file for custom applications; once created, numerous sites are available on the web for validating the MIB FILES.

One recommended site is: http://www.simpleweb.org/ietf/mibs/validate/.

6.4 BASIC SNMP CONFIGURATIONS FOR pCOWeb

The page shown in Figure 6.b below summarises the basic SNMP configurations for pCOWeb.

SNMP System Configurations
»  Read/Write Community - Read only Community: specify
the strings in accordance with the system NMS (see 6.1

on page 31).
»  Read/Write Network — Read only network: subnetworks ERTBRTRRETE ( cenieai (e Y 5o com R  Aiine [ wiagin:
that pCOWeb accepts Read/Write or Read only queries e S
from; useful for restricting access only to some NMS; for Clock and Logger X - —
unlimited access, leave “default”. E:Z::: Ii'”"
» System contact: e-mail address to contact for the RO S —
management of the installation; corresponds to the Info & Contact l—W
SNMP standard OID: P ; [ r—
1.3.6.1.2.1.1.4.0 ; SNMP Delault traps conliguration
> System name: installation identifier name; corresponds to T : f
the SNMP standard OID: ElZENs N RN
1.3.6.1.2.1.1.5.0 s
»  System location: physical location of the installation; IR ALES I o= EE
corresponds to the SNMP standard OID: wa et IR

1.3.6.1.2.1.1.6.0

ek Sy aced sum

| Wt 10,000 145 cord gl bt vl %

SNMP Default traps configuration
> Default trap community: community enclosed with the
TRAP notifications (see 4.3 on page 20) if the Host
Community fields on the page shown in Figure 4.0 on page 24 are empty; if this Community is also left empty, the Host TRAP notifications with the empty
Community will NOT be sent.
»  Hosts enabled: recipients enabled to send the “System traps” (see below) defined on the page shown in Figure 4.0 on page 24.

Figure 6.b - SNMP: basic configurations

System traps
pCO protocol failure: a TRAP will be generated whenever pCO-pCOWeb communication is interrupted or re-established; this TRAP can be set, as follows:
> Enabled: enabled to be sent.
> Trap OID: extended OID that describes the TRAP sent; the information will be sent without being processed by pCOWeb.
»  Acknowledge / Ack interval: enable, select the maximum number of repeats and the time interval for sending the TRAP until reception is acknowledged
(similar to the Retry / Timeout fields corresponding to the TRAP messages generated by the events relating to the pCO variables, see Figure 4.t on page
26).
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7 BACNET

pCOWeb can recognise queries sent by a Informations SR T g e
supervisor that uses the BACnet protocol (Building Configuration B s
Automation Control Networks), in the following two Clocicand Loogsr e P
versions: E‘,;""“ e
esls [Froon
Customer Site [carsiaacnet Gataw:
BACnet/IP (Addendum A/Annex J) Info & Contact o
BACnet Ethernet ISO8802-2 over 8802-3 ot | R
The two standards use the same physical means for Jomscs Mo Barameters A
carrying the data (Ethernet RJ-45 network) but differ T C ves €
as regards the different ways the data packets are S -
encoded. If BACnet is used, during installation the SR ok Paranaians
proper version needs to be set to coincide with the WaC o CoeE
type used by the supervisor. e
BEMD Propertles
A complete description of the BACnet protocol is —
not within the scope of this document. The system ’
integrator, who is usually responsible for setting the o - S
- . [l lapping Parameters
various parameters, checking network —

communication and setting up the supervision - E—
system, should know how BACnet works.

The basic BACnet parameter configuration page is
shown in Figure 7.a above;, for advanced ; : ; '
configuration, go to http://ksa.carel.com and Figure 7.a - BACnet: basic configuration

download the BACset software; the main screen of T ——— I
this program is shown in Figure 7.b. All settings become active at next pCOWeb

reboot. BACset o pcowe/pconet Bacner CAREL

Subm

exuwsh Sy areloom

BACset for pCOweb/pCOnet BACnet{TM] <P +1.07 - Restarted - BAChelP 2
BACset can be used to set all the properties of the BACnet objects supported by pCOWeh Device ntance [77000
pCOWeb, save them on pCOWeb or on the PC for later use when required. BACwtDevios | BaChe:Dbjects | NotfpClasses | Tew |  Dawbsss | Spem |
The BACnet configuration is saved on pCOWeb in a number of files in the Road ][_wie [ _Faow | Tine S
Jusr/local/root/flash/etc/sysconfig  directory in the same way as the other ReadfWite Staue [ % | e
conﬁgurations. Factoiy Settings:
B ACNET PI CS BAChet LAM Type® % BACnelP  ( BACnet Ethemnst BBMB[)AVEV::TNU;T;‘E ;:22 — [[;:‘::ec\ma\]
BA_Cnet is a sgalable protocol, that ig, it features a vast array of fungtions_, some of P —— \pAdd.E:hm—g
which are obligatory, others whose implementation is left to the discretion of the i [T (eEEE TinetoLive [T seconds
manufacturer. For a product that uses BACnet, the document that analytically DbiectName  [PEOWEBET000 Fimwre |
describes the type of functions implemented is extremely important. - e sosotuae [
This document is called PICS (Protocol Implementation Conformance Statement) P [— s e
and for the pCOWeb s available at http://ksa.carel.com. APDU Reties [3 (010255 APt
PosodlorResan 134 pMemDestnation [0 [0lo4134303)
NOTE  The clock on the pCOWeb can be set using specific commands in the it e ,‘;Vi B e
BACnet protocol. When using this method, it is recommended to el sencwhels [T s (enore)
disable synchronisation with the time on the pCO controller (see 8.6 on Mex pCD Arcogs® [307 | an pCD Integers [207 | Ml pC0 il [F07 “Musticboot  Reboot
page 40).
©2005-2008 Carel Spa, &l Rights Reserved

Figure 7.b - BACset software for the advanced pCOWeb BACnet configuration
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8 BASIC CONFIGURATION AND AUXILIARY FUNCTIONS

pCOWeb features a number of HTML pages for setting the functions. These pages are accessible from a PC.

Some settings will be active as soon as they are confirmed, while others, where indicated, require the pCOWeb to be rebooted.

8.1 BACKING UP THE CONFIGURATION OF THE pCOWeb

All the settings are saved in special text or binary file in the /usr/local/root/flash/etc/sysconfig directory; to run a backup, simply connect to pCOWeb via FTP (see 4.2 on

page 17) and copy all the files to a PC.

IMPORTANT  This directory only contains the parameter settings. To completely backup all the pCOWeb custom settings, the custom HTML pages, the contents of
the Plugin directories, the log file directory and in general the entire contents of the /usr/local/root/flash/http/ directory and any other directories
created manually must be copied.

In addition, a function is available that deletes all the changes made by the user (settings or files added) and returns pCOWeb to its default status (see 8.3 on page 38).

8.2 ACCESSING THE CONFIGURATION PAGE

To access the configuration pages:

1. connect to pCOWeb using a PC (chapter 3 on page 10);

2. start Internet Explorer, opening the main page (Figure 3.i on page 13);
the main page may have been customised and consequently will be different from Figure 3.i.

3. If the page appears as shown in Figure 3.i, click the “Go to Administrator area” link. An authentication dialogue box similar to the one shown in Figure 8.a
below will be opened. Continue as described in paragraph 8.2.1 on page 36.
NOTE  The authentication dialogue box is enabled by default, however it may be been disabled by the user (for the disabling procedure see paragraph

8.2.1 on page 36); in this case the dialogue box will not open; continue as described in paragraph 8.2.2 on page 36.

4. If, on the other hand, the main page is different because it has been customised, the “Go to Administrator area” link may not be available.

In this case, open the copy of the main page available in the read-only memory, typing the following address in Internet Explorer:

http://<pCOWeb IP address>/defindex.html

The IP address entered refers to the pCOWeb being configured: when using the button at pCOWeb starting (procedure described in paragraph 3.1 on page
10), the IP address will be 172.16.0.1.

In the more general situation of connection via the network, there may be more than one pCOWeb connected; consequently, the IP address of the pCOWeb
in question needs to be known; if necessary, contact the network administrator. If the connection fails, see paragraph 3.2 on page 14.

If there are no problems, an authentication dialogue box similar to the one shown in Figure 8.a below will be opened. Continue as described in paragraph
8.2.1 on page 36.

Connect to 172.16.0.1 j k-4 =4 | Connect to 172.16.0.1 i 2 x|
= =

,;‘}\ _-:‘é)\

A )
The server 172,16.0.1 at config requires a username and The server 172,16,0.1 at config requires a username and
password, password,
Warning: This server is requesking that your username and ‘Warning: This server is requesting thak your username and
password be sent in an insecure manner (basic authentication password be sent in an insecure manner (hasic authentication
without a secure connection). without a secure connection ).
Mome Utente: I_ﬁ | j Momne utente: admiﬁ j
Passward: | Password:

™ Memorizza password [~ Memarizza password

FACTORY:
admin

[ol's I Anrulla | fadmin a4 I Annulla

Figure 8.2 - Authentication dialogue box for accessing the Administrator area

NOTE The authentication dialogue box is enabled by default, however it may be been disabled by the user (for the disabling procedure see 8.2.1 on
page 36); in this case the dialogue box will not open; continue as described in paragraph 8.2.2 on page 36.
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8.2.1 Authentication dialogue box for accessing the Administrator area

Following the previous points, an authentication dialogue box is displayed on the PC screen (Figure 8.a on page 35); complete the fields with the access information,
then select OK.
The default settings are:
Username: admin Password: fadmin
IMPORTANT
e These settings are case sensitive!
e The login data can be customised by the user (see 8.8.1 on page 43); the data to be entered then are always the custom settings, regardless of whether
pCOWeb is started while pressing the button.
e The authentication dialogue box can be disabled or the default restored; proceed as follows:
1. access the user memory via FTP (see 4.2 on page 17);
2. (to disable the dialogue box) delete the file:

Jusr/local/root/flash/http/admin/.htpasswd
3. (oralternatively, to restore the default data, “admin/fadmin”) copy the file:

Jusr/local/root/defadmin/.htpasswd
to the following directory:
Jusr/local/root/flash/http/admin/

overwriting the current .htpasswd file;
for further information see 8.8.1 on page 43.
e Internet Explorer (as well as other applications) temporarily saves the information used to access a site (this data is normally deleted when closing Internet
Explorer). In this way, when next attempting to access the configuration page without have closed Internet Explorer, the data may not need to be entered
again: Internet Explorer will automatically send the previously acquired data.

NOTE1  Unlike index.html and the other pCOWeb pages that the user can customise or load to adapt pCOWeb to the specific application, all the configuration pages
described below CANNOT BE DELETED OR CUSTOMISED by the user; in fact, they are contained in the pCOWeb firmware and can only be modified
following firmware updates published by CAREL and downloaded to the product. Nonetheless, a copy of the pages can be made and edited as desired. The
directory that contains these files is /usr/local/root/config/.

NOTE2  As already mentioned at the beginning of the manual, the following description refers to the configuration page relating to pCOWeb firmware version A1.3.1
-B1.2.1. To check the pCOWeb firmware version, see paragraph 8.2.2 below.

8.2.2 Configuration - Starting page: Information (pCOWeb Information page)

If the login data entered are
correct the following page will be

displayed, as shown in Figure 8.b.
R H DLEEG yCOWeb information page
The section in the middle (Body) T ! pag
is the “information page” and can Clock and Logger
be refreshed by clicking Events % ¢ 9 9 9 9 8 9 8 o 9 ¢ 9 9 9 O
H " " H Tests 46-60 Y e e S D e S S e L N
Informations (the “Menu” section : 4% o o o 6 5 5 6 5 9o o @& & & o 8
i freshed Stomengie o105 B o o 8 o 9 © 9o o o 8 o 9§ b o
IS nOt re reS e )' lf‘fo &Cﬂntﬂn 1n6-120 o 0 1] 1} ] (] o ] (] o a 1] o ] 0
o -
pCOWeb information page e 2 YOI PUOTOYDOOOMETOETGRETORDOGR
" . " 196-207 o L] o o u u u u u u u u -
The "information page” shows a trser paramete — —
of the values of all the pCO 4660 0o oo 0D DO OO0 0O 00 00D DO 00 00 0O 00 00 00
. . .. . G1-75 o0 0.0 o.n 0.0 L] o0 0.0 oo 0.0 0.0 0.0 n.n L] 00 0.0
variables. The table is divided into J70-01-a1 bavas T T 1 L T . YW AL
’ . {06420 065 00 0O 00 00 0o 00 00 04 00 G4 65 05 48 oo
three parts: digital, - analogue, . Menu ISR TR TR R A T
integer variables. The indices of ewd UoUov v owowo0owo8obow by oo
the variables are shown on the LT P . SR . O30 A
|eft. " o o © 0 0 0D D T T ]
The values displayed on the ¢ R O T T T T
screen are. NOT _updated 678 s o % o 5 b6 o o 8 0 8 b 0 ws s
- Stags 3 Co° 9 o v o 9 o 8 9 8 9 o o o
automatically, but only whenever 12713 0o o 2 a4 4 0 o w oo b ow o4 u b b
h . f hd d 136-150 u u u u u u u u u u u u u u u
the page 1Is refreshed or opene EF T I [N S 7 [N S (-
H 1 1R1-195 u u u U u U u u o 1] u u 1] ] u
again (See Flgure 8.c on page 106-207 N TN VN F N I S SO 1 = BOdy
37). e et
et [10.0.0, 145]conPliw e el
The letter “U” (Undefined) shown
for some variables means that the Figure 8.b - Configuration - starting page: Information
value could not be acquired for
that variable from the pCO.
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NOTE 1

NOTE 2

NOTE 3

The older versions of the pCO operating systems (BIOS) do not manage the entire range of variables. In this case “U”

is shown in the corresponding locations.

If all the variables are shown with a “U” there is a problem in communication with the pCO. In this case, check the

pCO-pCOWeb communication settings (see 8.5 on page 39)

If some variables show a “U” among other valid values, check that the application on the pCO uses the supervision
atoms correctly; the most frequent causes are: variables written too frequently, or two different variables that use the
same supervisor index; see the technical documents on the pCO application development environment.

For further information on exchanging the values of the variables between the pCO and pCOWeb see APPENDIX C on page 56.

MENU AREA
The "Menu" area is always the same for all the main configuration pages.

It contains:
[ ]

8.2.3

When a configuration page is displayed, the main page can be recalled by clicking “Customer Site”; a new window will be opened with the
main page, index.html where featured, customised via FTP by the user when creating the site in relation to the pCO application program

A - buttons for opening the main configuration page.

B - “Reboot” button; when selecting this, pCOWeb will be rebooted without requesting

confirmation. This is required in some phases of the configuration.
C - System is using (see 3.1.2 on page 12):

- Factory Parameters: pCOWeb is using the Bootswitch parameters (Figure 3.g on

page 12).

- User Parameters: pCOWeb is using the parameters set by the user.

D - displays the pCOWeb firmware version:

A: Applications B: Bios.

IMPORTANT: do not confuse this with the firmware version (“BIOS") of the pCO!

E - displays the pCOWeb MAC address (see 2.2 on page 9).

F - displays the pCOWeb date and time at the moment of the last update requested for the

page displayed from the PC (for example with F5).
G - symbol that the HTML page conforms to the HTML 4.01 standard.

Displaying the main page

used; if not, the page displayed will be the default (see Figure 3.i on page 13).

8.2.4

Useful contacts

Informations
Configuration
Clock and Logger
Events

Tests

Customer Site
Info & Contact

Reboot |

WEC HTML
'~ 4.01

Informations .

Configuration

Clock and Logger

Fuantco

Figure 8.c - Click to refresh
the Body section shown in Figure 8.b

TmMmOoOO @

G

Figure 8.d - Menu area

Clicking “Info & Contact” displays the following page with useful contacts at CAREL.

CAREL SPA
vin dellindustria, 11

Informations
Configuration

35020 Rrugine, Padova - Ttaly

PAKT, IVA - COD. FISC, D035 1630280

Clock and Logger
Events
Tests

General information

Customer Site

Farbaat

aftar-cales sarvica:

EasyTools Customer Care:

Technical-sales documentation:
Cosporate Communication & Press Releases:

phone +39. 049, 9716611
fax +39, 049, 97 16600

am
atlondent@carel.com
elations € carel.com

il 2 sl s

Figure 8.f - Useful contacts at CAREL
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Informations
Configuration
Clock and Logger
Events
Tests

Customer Site

Info & Contact

Feboot |

Figure 8. - Displaying the
main page



8.3 GENERAL INFO AND RESTORING THE DEFAULT SITUATION

The page shown in Figure 8.g can be opened to display basic information on the pCOWeb and restore
the pCOWeb default situation.
e  View used/free disk space: shows a summary of the space occupied in the user memory

(F]gure 8h bIEIOW),' . i . Informations General Aurtrurk pEO Con
> Size / Used / Avail / Use%: overall size / used / available / % of the user memory tiscHanraiin
- System Infarmations
Space. Clock and Logge
Events M View used/free disk sf
NOTE The space in non-volatile memory reserved for the user is managed in compressed TEArS

Customer Site

format; the information saved in this space (configurations, custom HTML pages, R G

log files, ...) will take up less space than the native size of the file; the values
shown in Figure 8.h refer physical space occupied by the already compressed Cstoai] W FixHTML pages and CGIs rights
information. B Delete all user Ml

Flash Utilities

e View factory bootswitch parameters: shows a summary of the factory settings that pCOWeb
will use if rebooted with the button pressed (see 3.1.2 on page 12);
> DEFIP/ DEFNETM: IP address / subnet mask;
» PROOT / PHTTP / PCAREL / PGUEST: password respectively for the “root” /
“httpadmin” / “carel” / “guest” Usernames in the operating system running on T
pCOWeb (see 8.8.2 on page 44).

e View network configuration: shows a summary of the network settings that pCOWeb is using,
divided between ETHO / ETHO:1 / ETHO:2 / ETHO:3 (these can only be displayed if the
corresponding logical interface is being used, see 8.4 below) / DNS SERVERS / GATEWAY;
especially useful when operating with DHCP: shows the effective information acquired from the
server and currently used.

e  Fix HTML pages and CGls rights: in the previous firmware versions, once an HTML page or CGl
executable was loaded via FTP, this process needed to be run to automatically attribute the
transferred file the rights needed to be recognised by the pCOWeb operating system; currently e
this is only necessary for executable CGl files.

e Delete all user files and settings: deletes all the settings and files added by the user, and
restores the default situation from a copy located in the read-only area of the non-volatile
memory.

Figure 8.g - General info and restore default situation

Figure 8.h - Summary of the space available in the user
memory

The following options are available (Figure 8.i): KM/ 100,145 - Corel pLOWh - Mocill Fiefose
> Yes, but keep network configuration: do not reset the default network
configuration; useful for continuing to connect to pCOWeb using the
same IP address, recommended if pCOWeb cannot be rebooted

while holding the button;

»  Yes, delete all: also reset the default network configuration ("DHCP"); pCOWeb Restore Utility
in this case, if this setting was not previously used, to contact
pCOWeb the button will need to be held when rebooting to activate WARNING: All user files and configuratons wil be lost
the default IP address: 172.16.0.1 (see 3.1.1 on page 10 and 3.1.2 on ETTTrT————r|

page 12). Ves suaa

>  Regardless of the above choice, after confirming with the Submit
button, a report is shown with a request to reboot the pCOWeb; the
reboot is required: some settings will only be reset after reboot; until e
that time, the HTML pages will show the incorrect setting of some
parameters (Example: baud rate = 300, see 8.5 on page 39), and
these will only be correct after the reboot.

Figure 8.i - Restoring pCOWeb to the default situation

IMPORTANT  If the authentication data to access the configuration page set by the user is different from the default values (admin / fadmin), pCOWeb
will request authentication (admin / fadmin) for the configuration page immediately, starting from the page in response to the deletion of
the user files.

8.4 SETTING THE NETWORK COMMUNICATION PARAMETERS

For pCOWeb to communicate with the data network it is installed in, a number of network communication parameters need to be correctly set.

The assistance of the network administrator is required to establish if pCOWeb can be connected, and to understand the essential data relating to the installation.

To better understand the meaning of the procedure for setting these parameters, see APPENDIX A on page 52 and APPENDIX B on page 53. The following operations are
in any case possible even without having read the appendices.

First of all, it must be established whether or not the network uses automatic address setting (DHCP); ask the network administrator.
o network with DHCP: in this case pCOWeb is already ready in the factory configuration and no operation is required. The network administrator will require
documents that show the physical positions of the various pCOWeb devices and the corresponding MAC addresses (see 2.2 on page 9).
To check the setting of DHCP mode on the pCOWeb, follow the same procedure as described below for the “network without DHCP".
e network without DHCP: in this case, before connecting pCOWeb to the network, the DHCP system, active by default, must be disabled, and a different
specific address entered for each pCOWeb. These procedures are described below.

pCOWeb +030220471 - rel. 1.0 - 02.05.2007 38



8.4.1 Network configuration

This is the most important configuration. Without this, in fact, pCOWeb will not be able to

communicate correctly with the Ethernet network. | AR w
| conguraion [@D))
. . . . . . . dﬂdal‘l"l_mlﬂ'
Starting by the main configuration page - Information (Figure 8b on page 36), click Events
“Configuration”, then click the “Network” tab (Figure 8.)). Tests

The page shown in Figure 8.k below is displayed. Inte:& Convac

Customer Site

Flash utilitles

This page is used to set the following fundamental user network parameters:

IP address Figure 8, - Opening the network configuration page
NetMask

NOTE 1  The values set will be saved to non-volatile memory only when selecting Gonerel TR - ;

the “Submit” button.

IMPORTANT  The values set will only be used when pCOWeb is next rebooted. HEEROCED, CooTg Uentian

NOTE2  If pCOWeb is started when the button is pressed (paragraph 3.1.2 on ——
page 12), the “Bootswitch” settings will be used instead of these values
(see Figure 3.g on page 12). e —
SETTINGS AVAILABLE: ——
Eth0 (required)
e  For networks with automatic address setting (DHCP server), T —
write DHCP or dhcp or alternatively leave empty. The NetMask, ——
if set, will not be used. iowan Configur o
e  For networks that do not use automatic address setting
(DHCP), enter the IP address and the NetMask established for e e
this pCOWeb by the network administrator. ——
Make sure to use the correct format; examples:
10.0.0.145 o
255.255.0.0

without spaces.
APPENDIX A on page 52 and APPENDIX B on page 53 provide further
information on the meaning of the parameters.
Eth0:1 - Eth0:2 - Eth0:3 (optional): irrespective of whether the DHCP method is used, up to a maximum of 3 other IP addresses can be set that pCOWeb
will respond to; entering “DHCP" in these fields will produce no result: Eth0 is the only parameter enabled for the activation of DHCP.
IMPORTANT  If Eth0 = DHCP, the addresses Eth0:1-Eth0:2-Eth0:3 will only be operational when the server has assigned a dynamic IP and only during its
period of validity (called “lease”).
Gateway Address (not used with DHCP operation): used in cases where notifications are to be sent in response to events (see 4.3 on page 20).
Set the IP address for the Gateway in the subnetwork that the pCOWeb EthO IP address is part of.
NOTE  The gateway configuration is not required if the address of pCOWeb and the receiving network devices belong to the same subnetwork. For
further information see APPENDIX B on page 53.
Name resolution (DNS): required only if the recipients of the notifications (e-mail / TRAP / FTP PUSH) will be specified not using IP addresses but rather
names (for example: “working_pc.net”).
Set the IP address of at least one server with Domain Name Server functions.
For further information see APPENDIX B on page 53.

Figure 8.k - Configuration - Network

8.5 SETTINGS RELATING TO pCOWeb - pCO COMMUNICATION

INFORMATION
pCOWeb-pCO communication occurs using the CAREL supervisor protocol.

IMPORTANT: if the “CAREL supervisor” pratocol has not been selected on the pCO, communication will not be possible.

NOTE

pCOWeb, unlike other devices that communicate using the CAREL supervisor protocol, does not require the setting of the supervisor serial address (IDENT).

The fixed settings for the pCOWeb serial port are:

frame: 8 bits
parity bits: None
stop bits: 2
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The speed can be set between 300-600-1200-2400-4800-9600-
19200(default)-38400-57600-115200 bit/s and must coincide with
the baud rate of the pCO supervisor port, selected on a special
screen on the application interface. The default value for pCOWeb
is 19200 baud, and can be changed as required.

IMPORTANT
e The set value will only be used when pCOWeb is next
rebooted.

e Ifthe speed set for pCOWeb is different from the value
set for the pCO, communication will not be possible.

8.6 INTERNAL CLOCK

pCOWeb features an internal clock that keeps its settings only while
power is supplied. When rebooting, the date / time is reset to: 1970-
01-01 00:00. pCOWeb can be set so that every minute it sets its own
clock based on the time set on the pCO controller.

For this to occur, the application program running on the pCO must
continuously transmit the information on five selected integer
variables.

The page shown in Figure 8.m is used to enable the synchronisation
function and specify the index of the five integer variables.

NOTE 1  The settings will be valid as soon as they are confirmed;
pCOWeb does not need to be rebooted.
NOTE2  The time indicated on the left of the page only changes

when the page is completely refreshed (for example, by
pressing F5 on the computer keyboard).

The internal clock can also be set using BACnet protocol commands.

When using this method, it is recommended to disable
synchronisation with the time on the controller.

8.7 PLUGINS

BACNEL

General Metwark pCO Com Plugin:

serlal communication @

mcovabibcarel.com

IHA00
S7600
115200

Informations

Configuration IITAKE CARE!
The application software on board of pCOx

has to be configured to transmit clock varables

Clock and Logger

Events o pCOWeb using 5 integer supervisor variables,
otherwise clock synchronizer and logger will do not worlk,
Tests Contact EasyTools Customer Care for more informations.,
Customer Site
Actual date: 2007-03-01 17:2¢
Info & Contact ! S
Clock Configuration
Leabosi | !
Enat k Syncer © ®
173 =
. 124 =
iy o o 126 =
h ' 127 =
WaC Submit__|
| a0, 145 condime_chockalig el 7

Figure 8.m - Setting clock synchronisation

Plugins are auxiliary applications that can be installed on pCOWeb and allow custom functions to be added easily and automatically.

There are two types of Plugins:
e distributed by CAREL, available at http://ksa.carel.com.
e custom, created for a specific application.

To be able to create a Plugin, good knowledge is required of the GNU/Linux operating system and bash scripting and, to create compiled binary files, these need to
adhere to certain requirements. The rules for creating Plugins are summarised in APPENDIX H on page 72.

8.7.1 Installing a Plugin

Access the pCOWeb main configuration page (see 8.2 on page 35),
then open the Plugin page (Figure 8.n).

»  Plugins found: lists the Plugins currently installed that
have at least one HTML configuration page. In the

example shown in Figure 8.n there are no Plugins

installed.

PROCEDURE FOR INSTALLING THE CAREL “NTP” PLUGIN

General Netwaork pEO Cam SHMP BACNoL Plugins Users Firmware
Plugins found

++ pomwehdcensl com

Tests

Customer Site
Siridrobor Ml

Figure 8.n - Installing / uninstalling the Plugins

The “NTP” Plugin (Network Time Protocol) is used to synchronise the time on pCOWeb with an Internet time server.

1. Download the “NTP" Plugin from http://ksa.carel.com; if the Plugin to be installed is contained in a zip file, first unzip it using any zip file decompression
program (for example, “Filzip” freeware, http://www.filzip.com), so as to create a directory called “install-plug-x” (x is ignored by pCOWeb, and is only

used to identify the function of the Plugin).
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Access the pCOWeb user memory (see 4.2 on page 17)
with the “httpadmin” Username, and display the
contents of the “/usr/local/root/flash/http/" directory.

Copy the “install-plug-xxx" directory and all its contents
to the “/usr/local/root/flash/http/”  directory on
pCOWeb; then press F5 to refresh the page shown in
Figure 8.n on page 40, which will then appear as shown
in Figure 8.0.

The page includes the new section called
“Install/uninstall plugins” that is used to choose which
Plugins to install from those that have already been
copied, or which to uninstall from those already
installed. This section is only displayed if at least one
Plugin is installed or if at least one Plugin to be installed
has been copied.

Click “Install/uninstall plugins”; a page as shown in
Figure 8.p will be displayed.

The “Install plugins” section will show ‘Install plugin
“Network_Time_Protocol”, the text displayed is taken
from the pluginname file in the Plugin installation
directory copied from the computer to pCOWeb.

If the “/usr/local/root/flash/http/” directory contains
more than one installation directory, link will be
displayed for each Plugin.

To start the installation procedure, click ‘Install plugin

“Network_Time_Protocol” ‘.

IMPORTANT  Confirmation is not requested before
starting the procedure, and the
installation, if succeeded, will delete the
“install-plug-xxx” directory on pCOWeb
copied from the computer.

At the end of the installation procedure (which may last
some tens of seconds), a report is displayed describing
the outcome of the installation of each file; if the
installation was not successful, the Plugin installed will
need to be manually removed.

The report is as shown in Figure 8.q.

In this case all the files making up the Plugin were
installed correctly. If the installation procedure attempts
to overwrite a file that already exists (for example, re-
installing the same Plugin, or two Plugins that use two
files with the same name), the result will be as shown in
Figure 8.

The following messages are displayed in the installation
report:

[ok] file installed correctly
[Yetpresent] file already present
[m file not installed correctly

NOTE  If two Plugins include two files with the same
name and the same path, during installation
the old file will never be overwritten with the
new one, and as a consequence uninstalling
the second Plugin will not delete the file in the

first.

Once having completed the installation of the Plugin, the
Plugin page will be as shown in Figure 8..

The “Plugins found” section shows the list of Plugins
installed: The previous text “No plugins found” in Figure
8.5 above has been replaced by the link to the “Network
time Protocol”, which opens the HTML page for setting the
Plugins present in “/ust/local/root/flash/http/plugins/”; the

Informations Grneral
Configuration
Clock and Logger
Events

Tests  plugins installation

rontwark PO Com SNMRP BACNET Plugins Users Firmyrare

Plugins found

Customer Site
Info & Contact

Firhoot

B Install/uninstall plugins

veoweb 2carel com

Figure 8.0 - Plugin page: pCOWeb has found one or more Plugins to be installed

Informations Grneral
Configuration
Clock and Loggey
Events

Tests

Customer Site

M BACNE Plugins Users Flrmware
Install plugins

L

exrred Bc grwd com

Figure 8.p - Install/Uninstall Plugin page: list of Plugins ready to be installed

Informations

Configuration 1
Clock and Logger ' [ok] .
Events - il phugins pages [ok])
Tests
Customer Site
Info & Contact

Figure 8.q - “NTP" Plugin installation report

Informations
Configuration
Clock and Logaer
Events

Tests

Customer Site

RS T TR L

t= [Yer present]

Figure 8.r - “NTP" Plugin installation report if the Plugin is already installed

link (“Network time Protocol”) is defined on the same HTML page.
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Informations Genera al Netvrark pCO Cam SNMP DACNEE Plugins Users Firmvare
cmﬁguraﬁon Plugins found
Clock and Logger
Events B MNetwork time Protocol
Tests
Plugins installation
Customer Site
Info & Contact ® Install/uninstall plugins
Fiabaot P
Figure 8.5 - Plugin page after having installed “NTP”
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6.  Set the parameters for the Plugin installed, clicking the
“Network Time Protocol” link (for the “NTP” Plugin, the
configuration page is shown in Figure 8.t).

7. Select the “Install/uninstall plugins” link shown in Figure
8.5 on page 41 again to return to the “Install plugins”
section; the page will be as shown in Figure 8.u below.

It can be noted that the link for the installation of the

Plugin is no longer present, and in its place, if there are

no other Plugins available for installation, the text “No

install scripts found” is shown, and below, in the

“Uninstall plugins” section, is the link to uninstall the

Plugin already installed.

IMPORTANT I you make some changes via FTP to
the Plugin files installed, at the end you
must fix their access rights by dlicking
the “Fix HTML pages and CGls rights”
link (see 8.3 on page 38).

To install other Plugins, repeat all the above operations.

To make the Plugin installed operational, the pCOWeb must be
rebooted.

8.7.2 Uninstalling a Plugin

To uninstall, for example, the NTP Plugin installed in the previous
pages, with reference to Figure 8.5 on page 41:

1. dick “Install/uninstall plugins”, obtaining a page similar
the one shown in Figure 8.u above; the “Uninstall
plugins” section shows the list of all the Plugins currently
installed;

2. to start the uninstallation procedure, click the link for the
Plugin to be removed.
IMPORTANT: Confirmation is not requested before

L ==

Informations

Configuration
Clock and Logger
Events

Tests

Customer Site

Info & Contact

Fieboot

Systemn Is using:
User paramelers

CAREL

pCOWeb ftp client System Configuration
pCOWeb Nip client configuration
Ntp client configuration parameters:

Ntp server Address:
10.0.0.131

Submit

Back to plugins page

Modify

Figure 8.t — Page for setting the “NTP"” Plugin parameters

Informations
Configuration
Clock and Logger
Events

Tests

Customer Site
Info & Contact

Fisboot |

Gaoneral sotwork OO Com LM BACNEE Muging Wsers Flrmwyisre

Install plugins

=
uninstall plugins

W Uninstall plugin “Netwark _Time_Protocol

uarrets 0 arwl som

Figure 8.u — Install/Uninstall Plugin page after having installed “NTP”

Uniirestall plugin report:

b

wsavenle Sy

Informations
starting the procedure. Configuration
Clock and Logger
At the end of the uninstallation procedure, a report is displayed, Events
similar to the one created during the installation procedure (see fests
Figure 8.v). e
The following messages are displayed by the uninstallation report:
[ ok Ifile removed correctly
[ file not removed correctly

Figure 8.v — "NTP" Plugin uninstallation report

If a file has not been removed correctly (it may have been removed previously or the permission has been changed manually), manual access via FTP is required for

complete removal.

IMPORTANT: pCOWeb must be rebooted to make the changes effective.
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8.8 PROTECTION AND ACCESS CONTROL

8.8.1 Access rights to the custom HTML pages

Access restrictions can be defined to the custom HTML pages: to access these from a web browser (for example Internet Explorer) Username/Password authentication
will be required.
pCOWeb requires authentication if and only if the directory that contains the html page also contains the special file called:

htpasswd
(note the dot before the letter h)

Once the authentication data has been entered in the browser, these are compared against the data saved in .htpasswd; if the data does not match, access from the
browser will be denied.

The access restrictions to the HTML pages MUST NOT BE CONFUSED WITH THE AUTHORISATION FOR USERS OF THE OPERATING SYSTEM described further on; for
example, the password specified to access a page is still valid even pCOWeb s started with the button; if forgetting the password, to access the HTML pages the access
restrictions must be deleted (see this paragraph below).

SETTING OR EDITING THE HTML ACCESS RESTRICTIONS
Click the points shown in Figure 8.w below:

Info & Contact neneh dearsdcom

| et 00,0, 145 4confiqlow_adranistrater. il &

Figure 8.w - Protection and access control

thus obtaining:
£kt / 1000145 - Corel pE0Wek - Mogilla Firelos IS ) 0 bt/ 10.0.0,145 - Carel pCOWeR - Mozilla Firefoo
Select the directory where you want to insert a password
Change password
Directories list .
® pCoweb Malr Enter the username and password in the form below,
8 log \ then press the Button (Mote that ENTER doesr't work propery!i)
) click -
® admin / l—
® plugin
I Submit |
L dh cle |
[Cometetata [Cometetata
Figure 8.x - Directory list for setting access restrictions to the HTML pages
IMPORTANT

e For this information pCOWeb is case sensitive!

The changes will be active as soon as they are confirmed; pCOWeb does not need to be rebooted.

Using the button when rebooting pCOWeb (see 3.1.2 on page 12) causes no variations in the restrictions: those already set are still valid.
The Username and Password fields of an already created restriction will be ever displayed as empty.

Selecting Submit creates the restriction even if the fields are empty; during authentication, the corresponding fields should be left empty.
To skip the creation of the access restriction, close the dialogue box without pressing “Submit”.

Directories list (Figure 8.x above)

»  pCOWeb Main: used to set the Username/Password for the HTML pages contained in the /usr/local/root/flash/http directory (no affect on
the subdirectories).
>  log/admin/plugins/ ...: list of the directories and related subdirectories contained in /usr/local/root/flash/http (the index_img directory will not be

displayed); the list shows both the directories with active restrictions that those without restrictions.
The Username/Password for the selected directory can be set and/or changed.
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IMPORTANT NOTE ~ The “admin” directory contains the .htpasswd file that is used for authentication to the pCOWeb configuration page contained in

Jusr/local/root/config/ (see 8.2 on page 35). That directory (read-only) in fact includes a permanent link (name: .htpasswd) to the
Jusr/local/root/flash/http/admin/.htpasswd file.
e To cancel the restriction, access the memory via FTP and delete the following file:

Jusr/local/root/flash/http/admin/.htpasswd
e Torestore the default restriction, access the user memory via FTP and copy the file:

Jusr/local/root/defadmin/.htpasswd
to the directory:
Jusr/local/root/flash/http/admin/

TIP
The links, as described in the IMPORTANT NOTE above, can be used to attribute the same authentication to multiple directories: after having generated, for a directory,
the .htpasswd file as shown in Figure 8.x on page 43, simply add a link in each directory (symbolic link, typical of Unix-like systems) to the .htpasswd file generated.

For example, to share the .htpasswd file located in /usr/local/root/flash/http/admin/ for the /usr/local/root/flash/http/ directory, proceed as follows:
1. from a Windows terminal access pCOWeb by selecting Accessories / Prompt and then entering:

telnet 10.0.0.145 (IPaddress or name of the pCOWeb);

2. atthelogin request, type:
httpadmin

and the password (see 8.8.2 below);
3. type:

cd /usr/local/root/flash/http/
(new directory for sharing the same Username and Password as /usr/local/root/flash/http/admin);
e In -s /usr/local/root/flash/http/admin/.htpasswd .htpasswd
(this creates a link called “.htpasswd” that points to the /usr/local/root/flash/http/admin/.htpasswd file generated previously).
REMOVING AN HTML ACCESS RESTRICTION

The only way to remove access restrictions that have already been set for the HTML pages contained in a directory is to access the pCOWeb memory via FTP (see 4.2 on
page 17) and manually delete the .htpasswd file in the directory in question.

8.8.2 Users of the operating system

The functions of the GNU/Linux operating system that pCOWeb is based on can be accessed by logging in with one of the following four default, non-modifiable
Usernames:

Table 8.a - Operating system Usernames and Passwords

Username | Password when starting without pressing the button: default value | Password when starting with the button (see 3.1.2 on page 12)
(modifiable) (non-modifiable)
root froot froot
httpadmin fhttpadmin fhttpadmin
carel fcarel fcarel
guest fguest fguest

A modifiable Password is provided as default for each of the four users. The modification does not affect the password that is used to access pCOWeb when started with
the button pressed (see 3.1.2 on page 12), which is non-modifiable.

The Password can be modified to allow only authorised personnel to access pCOWeb.

IMPORTANT

e Forthis information pCOWeb is case sensitive!
e The changes will be active as soon as they are confirmed; pCOWeb does not need to be rebooted.
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Operating system users list

General Metvenri pCO Com SNMP BACAEL Plugins Users Firmware Description Usarmama Password
System Administrator root roat
Users Passwords WEB Adrministrator hittpadmin fhetpadmin
PLC User carel carel
B Change Web Page Passwords Guest Liser guest T
M Change Users Passwordh _ subme |
Close window
ek Fuarelavm
4 ]
| et [10U0.0. 145 candilow_sdrminetrator heml | completate

Figure 8.y - Changing the password for the operating system access Usernames

“root” USERNAME
Access with the “root” identifier is used internally to run critical applications for which the operating system requires special permission; logging in with this Username
means there are no restrictions; therefore, it is important to set a Password other than the default “froot” to prevent potentially dangerous outside access.

“httpadmin” USERNAME

This is the only Username of interest to the user of the pCOWeb and must be used to access the user memory via FTP.

This type of identification only allows functions relating to the memory, as established by CAREL. Setting a new Password for this User prevents unwanted access to the
memory.

“carel” AND “guest” USERNAMES
These are used internally to run applications. They have no interest for the user of the pCOWeb, except to change the default Password so as to increase security.

IMPORTANT  If the password is forgotten, the only way to access the operating system functions protected by the Username/Password is to start pCOWeb with the
factory Passwords pressing the button, as described in 3.1.2 on page 12.

8.9 VARIOUS TESTS: PING - pCO VARIABLES - NOTIFICATIONS

The “Tests” page features the following tests:
e  Ping a remote Host: pCOWeb can be used to send a
“ping” command to a computer. This is useful for
checking whether or not communication is possible

between pCOWeb and a computer (cable problems, IP Iniormetions| @

. Configuration
address or subnet mask settings). o | "o
IMPORTANT: the Gateway normally needs to be set, see BEEE | w ping o remote Host
8.4.1 on page 39.

TR G Communication with pCoOx

Specify the name (a DNS must be set - see 8.4.1 on page RAIEIRESOISEY | W Read/Write by pox
39) or the IP address, then select the “Ping” button; the _Raboot | Notifications

command asks the recipient to respond to acknowledge
reception; after sending the command, pCOWeb will Sh——
display the outcome on the confirmation page; see Figure N . . 1+ acomebcarecom
8.aa below. R

| bt 101000 § 45 codigfim st el
Figure 8.z - Protection and access control

Fhittps/ /1000145 - Mazilla Firefox Il T 5 bt 1000145 - Mozilla Frefars a0l

Ping Result Ping Result

)

lose window Ping fallure

~—
L/

Ping succe:

@

Comphststn 4 | Compietate ¥

Figure 8.aa - Results of the “Ping” command
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100.0.145 - Carel pO0Weeb - Moz Fircloo:

e  Read/Write by pCOx: is used to read or write the contents of a pCO variable
using the page shown in Figure 8.bb below;
> Choose the variable: choose the variable to be read or written;
IMPORTANT  The selection is also common to the write function
and only becomes effective after selecting the

Read variable from pCox

“Read” button; the “Write” button does not confirm = [owe 3 read |
the selection made in the “Choose the variable” 0
section, but rather writes the values shown on line
: i) N/ N H . . Write variable to pCOx
\évgfg.the Write” button and highlighted in Figure o ) e — o

> Current value: value read; this may be numeric or “U" (for the Hndetined
meaning of “U" see 8.2.2 on page 36); et e
> Variable <Type> <index> new value: enter the new value for the 3 Ok pce
variable and select Write, then wait for the outcome page and check
whether the value has been accepted (= the pCO application can
write the variable) or has remained unvaried (= the pCO application
manages the variable as read-only);
> QOperation result legend (Undefined / Ok / Timeout): describes the
outcome of the last read or write operation:
o Ok after a write operation, pCOWeb has received acknowledgement from pCO with the current value of the variable;
o Timeout: if 10 seconds elapse from the write operation without the pCO sending the acknowledgement message containing the
current value of the variable; possible situations:
- the value sent to the pCO is the same as the existing value;
- the index of the variable is outside of the limits managed by the BIOS version of the pCO used;
- communication between pCO and pCOWeb is interrupted; for further information see APPENDIX C on page 56.
o Undefined: returned for all read operations, and for the write operations that do not send any request to the pCO, that is, when a
numeric value has been entered that is not allowed:
[Digital: 0/1], [Analogue: -3276.8 to 3276.7), [Integer: -32768 to 32767).

Completatn &

Figure 8.bb - pCO variables test

e Test notifications: send all the notification messages set, regardless of whether the corresponding events occur or time interval has expired. For details of the
notifications see 4.3 on page 20.
NOTE1  The notifications may take a lot of time to be sent, depending on the number of messages set; during this activity the Status LED could stop
flashing; the completion of the notifications will be signalled by the confirmation page.
NOTE2  Running this test does not ensure that all the messages have effectively been delivered: check that all the conditions described in 4.3 on page 20
are Ok so that pCOWeb can deliver the messages.

8.10 RESTARTING pCOWeb

Some settings require the pCOWeb to be rebooted.

The reboot can be performed in the following ways:
e Disconnect the power supply for a few seconds (the LEDs must go off), then reconnect (if the operation is to be performed after setting the value of a
parameter, wait until the setting has been confirmed, to allow time for the confirmation to be sent via the browser to pCOWeb);
e oralternatively: select the “Reboot” button available on the configuration web pages (Figure 8.d on page 37);
e oralternatively: use the button shown in Figure 1.b on page 8 with the procedure described in 8.10.1 below.

8.10.1 Restarting pCOWeb using the button

PROCEDURE
1. Check that the Status LED is flashing continuously green or red, or is on steady red (“Rescue mode”, see 8.11.3 on page 48); in any other situations, the
procedure cannot be started.
2. Select and hold the button for at least 5 seconds, then release it.
IMPORTANT: pCOWeb ignores the button when pressed for more than 10 seconds, interpreting this as accidental.
After a few seconds, the Status LED stops flashing, it may change colour and switch off, then it will flash very quickly red-green-red-green for a few seconds, confirming
the reboot; after 1-2 minutes, the completion of the reboot phase will be signalled by the regular flashing of the Status LED, or the steady red colour (“Rescue mode”,
see 8.11.3 on page 48).

8.11 FIRMWARE UPDATE

The pCOWeb firmware can be updated by uploading it from a computer via the Ethernet connection, using the configuration page.
The firmware is divided into two separate blocks, each with its own version. The current blocks and versions are:

A1.3.1 (block containing most of the application programs)
B1.2.1 (block containing the BIOS, that is, the GNU/Linux operating system and the basic applications).

To check the firmware version on the pCOWeb see Figure 8.d on page 37.
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INFORMATION

e Every update operation loades only a block per time.

pCOWeb does not check for coherence between the two blocks.

Ther is no need to update both blocks if one of these is already up-to-date.
The order of updates (A then B, or B then A) is indifferent.
An earlier block than the current one can also be loaded.
Currently there is no incompatibility between the versions of the two blocks; for outdated versions check the documents supplied.

Updating the firmware does not affect the user settings, as the non-volatile memory is divided into areas. Nonetheless, as the information on the sub-division

of the areas is contained in block B, in the future CAREL may need to move the sub-division information following the addition of new functions. In that case,
the change will be described in the documents, and the data will need to be backed up (see 8.1 on page 35).

IMPORTANT  If when updating block A the procedure is interrupted due to a power failure, the block A transferred is not valid and upon next reboot pCOWeb will
enter Rescue Mode (see 8.11.3 on page 48); the normal functions will no longer work, but pCOWeb, due to presence of a valid block B, will continue
to operate to allow block A to be loaded again, although with a slightly different procedure.

IMPORTANT  If when updating block B the procedure is interrupted, the product will be need to be sent to CAREL for reprogramming in the factory.

NOTE Rescue Mode is also activated by updating outdated firmware on pCOWeb (for example if starting from version A1.2.7 - B1.1.5 and updating to A1.3.1 -
B1.2.1); in fact, the last versions have different limits in the allocation of the non-volatile memory that cause the corruption of the existing block A.

8.11.1 Procedure for updating the firmware from web pages

The firmware updates are distributed by CAREL divided into two separate files included in the same compressed file. For example, the update relating to the version that

this manual refers to is:

UPDATE FILE NAME on http;//ksa.carel.com: pPCOWeb_A131-B121.zi

Block name Block type Update file name Date
A13.1 Applications | flash_apps_A1.3.1.bin 2006.09.12
B.1.2.1 Bios flash_sys_B1.2.1.bin 2006.08.02

INFORMATION

PpCOWeb recognises the type of block not by name, but rather by some information it contains.

TIP: if updating block A only on a series of pCOWeb devices, use the procedure shown in paragraph 8.11.2 on page 48.

PROCEDURE

1. Download the update to a directory on the computer and decompress it using
any ZIP decompression utility (for

http://www.filzip.com).

example,

2. Open the pCOWeb firmware update page (Figure 8.cc).

3. Use the "Browse” button to choose the file corresponding to the block being

updated.

4. Select the "Submit” button: the block will start being transferred to the
VOLATILE memory on pCOWeb (the non-volatile memory is not modified in
this phase, however if at this point the procedure needs to be stopped,

pCOWeb will have to be rebooted).

Wait for the confirmation page to be displayed (see Figure 8.dd), then close
the window and wait until the page shown in Figure 8.cc above turns into that
shown in Figure 8.ee on page 48, describing the outcome of the test on the

transferred block.

5. Check that the type of block recognised is as expected (“FLASH APPS” string

highlighted in Figure 8.ee on page 48).
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“Filzip”

freeware,

47

Preparing board for upload.. please wait..

Shutting down unused services...
!"TAKE CARE!!
Even if you stop the upload procedure,
you need to restart the card to get a fully werking environment.

Figure 8.dd - Confirmation of block transferred


http://ksa.carel.com/
http://www.filzip.com/

6.  To start to write the block to NON-VOLATILE memory select “Proceed and
Reboot” (no confirmation is requested).
For block A, the effective writing to memory corresponds to the phases in

which the Status LED is on steady red; for block B, on the other hand, this Informations N
corresponds to the phase in which the Status LED alternates red-green, cm;“::::::‘;‘;’: Fissh Smage upiend reports
starting some tens of seconds after pressing the button. i
Tests
At the end pCOWeb will be rebooted automatically. After around 2 minutes, the e e
updated main configuration page can be opened to check that the firmware version s =

has been changed (see Figure 8.d on page 37).

Wit :::L Preceed and reboat !

Cancal and clnar ram

Figure 8.ee - Block transferred analysis report - Start update or cancel

8.11.2 Procedure for updating the firmware via FTP (block A only)

INFORMATION
e The firmware (only block A) can also be updated via FTP.
e Analready updated pCOWeb that the firmware can be downloaded from is required.
e The “flash_sys_Bxxxbin" file used in paragraph 8.11.1 on page 47 cannot be used for this procedure.

PROCEDURE
1. Access an already updated pCOWeb via FTP (see 4.2 on page 17), going to the directory:

/usr/local/root/flash/dev/
2. Take the following two files:

romapps.img
romapps.img.chk

and copy them to a temporary directory on the computer.

Access the same directory on the pCOWeb being updated via FTP.

Delete the romapps.img and romapps.img.chk files contained in the directory.
Copy the files from the computer to pCOWeb.

pCOWeb must be rebooted to complete the update.

IS

IMPORTANT: if one or both files listed above are missing or are not valid, when rebooted pCOWeb will go into Rescue Mode (see 8.11.3 below).

8.11.3 Rescue mode

INFORMATION
e When pCOWeb is rebooted it first runs the block B firmware, then checks the presence and validity of block A, starting up as normal if everything is Ok.
e If block Ais not valid, pCOWeb enters Rescue Mode to allow block A to be reloaded.
The Status LED is on steady red.

o Inthis mode, the normal functions are not available and access to the standard configuration page is not possible, as those pages are contained in
block A.

HOW TO RELOAD THE BLOCK “A" FIRMWARE
1. Access pCOWeb by entering the IP address (during the Rescue Mode, the pages need to be refreshed by pressing Ctrl-F5, otherwise unexpected results may
occur due to the use of the browser's cache memory); the page shown in Figure 8.ff on page 49 will be displayed.
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NOTE

Click “Provide firmware image”; (see Figure 8.gg below), the page used to choose
the block A file will be displayed; select “Upload” to transfer the block to the
VOLATILE memory (during this phase the block will only be copied to the
VOLATILE memory and checked).

When the page showing “Upload result: Ok" is displayed, select “Press here to start
immediately”: the file will be written to NON-VOLATILE memory.

The end of the procedure will be signalled by the page shown in Figure 8.hh
below; then reboot pCOWeb.

Wait at least 2 minutes, then load the main page by entering the name of the
pCOWeb or the IP address in the address field and pressing Enter.

After rebooting the Rescue Mode page may be displayed again. Usually this is
simply a problem with the browser.

To make sure that pCOWeb is no longer in Rescue Mode, check the Status LED; if
flashing green, the Rescue Mode page displayed is one saved in by the browser;
refresh the page by pressing Ctrl-F5; if this doesn't work, try deleting the browser’s
cache memory, and if this still doesn't work, close and open the browser again (all
the instances running).

pCOWeb flashdisk erase/format tool

Erase Format informations: Eruse

Ugload
Tmage file upload

Fleaze, enter the Hename for the bamary image yeu want to prowde
(tipical Gash_apps b for Brware)

TWlash_opps A1.3.1 bif Shghu | Press he

Upload
Back ta
Back to home page

(C) Copyright 2004 - DVE Progettuznions Elettromca, Al nights reserved

[ Canplatat 4

This is the "Carel pCOWeb" Rescue Home Page

The system is running in rescue mode.

This may be due to a flashdisk problem,
or to an invalid firmware upload operation.
You may have to format and upload a valid firmware,

Show system envirpnment

Completely format fashdish

Click here

Figure 8.ff - The “Rescue Mode” page

pCOWeb flashdisk erase/format tool

Format informations:

resil

O, The B iz valid, follow next Endes to start (or abart) upload

hame page

{C} Copynght 2004 - DVE Progettanons Elettrornca, All rghts reserved

Figure 8.gg - Reloading block A

pCOWeb flashdisk erase/format tool

This is the "Carel pCOWeb" Rescue Home Page

Erase Format informaftions:

Stonng mmage e

The system is running in rescue mode,

\

Prepacing device. . 0K
Copying image..

Generating cre...0K ",,,.- 1 - Wait for this one. then
2 - press here

or to

Back 1

{C) Copynghs 2004 - DVE Progettazene Eletirorsca. All nghis reserved

Figure 8.hh — When loaded,

This may be due to a llashdisk problem,

an invalid firmware upload operation.

You may have to format and upload a valid firmware.

SYELEM COVIOETens

Gormat flarhdisk 3 - click here to reboot pCOWeb
B !".‘!!‘M'NCM

&

reboot pCOWeb

If, on the other hand, Rescue Mode is still active even after rebooting pCOWeb, there may be errors in the formatting of the non-volatile memory.

Proceed as follows (see Figure 8.ii on page 50):
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1. Click the “Completely format flashdisk” link shown in Figure 8.ii to regenerate the data structure of the non-volatile memory.

2. Choose: "Yes, please, erase all the flashdisk, all the user configurations and pages will be lost”: all the HTML pages entered by the user and all the
|
This is the "Carel pCOWeb" Rescue Home Page | pCOWeb flashdisk erase/format tool
Erase Format informations:
The system is running in rescue mode,
Flashdisk Format
This may be due to a flashdisk problem, Click
or to an invalid irmware upload operation. Are you suEe you wast to completely format the fashdick 7
You may have to format and upload a valid firmware, Mo, do wot format flasheisk /
N s, please, exase all the Sashdisk, all the user coafiguentions and pages wil be lost )
Back to home page
{C) Copynght 2004 - DVE Progettazione Eletivonica, Al rights reserved .
ol A id e 10T
Figure 8.ii — Formatting the non-volatile memory
configurations will be lost, including the network settings. When next rebooting the button will need to be pressed (see 3.1 on page 10), using the
default address 172.16.0.1 to open the Rescue Mode pages; make sure that the computer is configured correctly as described in 3.1 on page 10
to access the address 172.16.0.1.
3. Then repeat the procedure for loading block A described above.
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9 TECHNICAL SPECIFICATIONS

CPU: ARM7 TDMI@74MHz clock

Memory: 16MB RAM, 8 MB FLASH (around 3MB available for web pages and user data).
Operating system: GNU/LINUX 2.4.21 - file system for the non-volatile user memory: JFFS2
Firmware A131-B1.21

Ethernet interface: RJ45 connector for 10BaseT Ethernet;

use a class 5 shielded cable, max 100 m.

Protocols managed: HTTP (web server: thitpd 1.1)
SMTP
DHCP
FTP
DNS
SNMP v1 (Net-SNMP 5.0.9)
SNMP v2¢ (Net-SNMP 5.0.9)
BACnet Ethernet 1SO8802-2/8802-3
BACnet/IP (Addendum A/Annex J)

Operating conditions: 0T55 °C, 20/80% RH non-condensing
Storage conditions: 20770 °C, 20/80 % RH non-condensing
Environmental pollution: Normal

CAREL order code: PCO1000WBD
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APPENDIX A MAC ADDRESS - STATIC OR AUTOMATIC IP ADDRESS (DHCP).

Each pCOWeb has a MAC address (“Medium Access Control”) that is unique at a worldwide level from all other network devices. In addition, each pCOWeb connected
in the data network must be set with a unique IP address. If the network that the pCOWeb is connected to uses the automatic “DHCP” system for assigning the address,
a manual setting of the addresses will not be needed. Vice-versa, each individual pPCOWeb will need to be set one-by-one the IP address.

MAC address

Each network device is distinguished from any other device connected on the network by the MAC address.

The MAC address is a unique number at a worldwide level. It is attributed to the device in the factory and subsequently cannot be modified.

It is made up of 16 alphanumeric characters, in the following range: 0, ..., 9, A, ..., F. For easier interpretation, this number is often represented in groups of two
characters; an example of MAC address is:

00.0A.5C.10.00.81

The data network is a connection that carries messages from one network device simultaneously to all the other devices connected. Therefore, normally a network device
also receives messages sent to other devices.

Each network device only considers a message if the destination MAC address matches its own. All the other messages are ignored, except for the messages sent to a
special MAC address called “broadcast”: FF.FF.FF.FF.FF.FF, which are considered by all the devices, even if the destination address does not correspond to their own. The
broadcast address is used to send “messages for all”. For this reason, no network device can have the broadcast address as its own address.

IP address

In the data networks, the devices are also uniquely identified using another address, called the “IP address”.
IP stands for Internet Protocol.

Each device is therefore set with its own [P address.

Within a network, each IP address must be unique.

The correct setting of this address is fundamental for the exchange of data between the various devices.

The IP address is made up of four numbers separate by dots. Each of the four numbers is between 0 and 255. An example of an IP address is:
10.0.0.204

Static IP
The attribution of an IP address to a network device, for example pCOWeb, is subject to a number of rules; therefore, when pCOWeb is installed in a data network, the
network administrator must be contacted for a valid IP address.

Only the network administrator who has the overall view of the entire configuration of the installation can in fact choose a valid address for the pCOWeb. In systems that
do not use the automatic DHCP system, each individual pCOWeb will need to be set with the IP address provided by the administrator (see 8.4.1 on page 39).

Dynamic IP (DHCP) (default method for pCOWeb)

In some networks, the IP address is automatically assigned to a network device by the central server via the data network itself (this is called the DHCP server).

The operation that uses an IP address provided by a central server is described as the “dynamic” IP address.

This setting avoids, for systems that use DHCP, having to set the correct address on the pCOWeb and (computers) one-by-one, allowing significant time savings.

In this case, the network administrator will have configured the DHCP server with a table of MAC addresses < IP addresses, and will be able to distinguish the various
devices by the MAC address and a table that describes, for each MAC address, the physical position of the device in the installation (see 2.2 on page 9). In this case, the
devices that are connected must be first have been configured to use this method for exchanging the IP address.

pCOWeb has DHCP active by default.

In these networks, therefore, the IP address is decided by the network administrator who configures the DHCP server, and who must be contacted to ask
which address has been attributed.

If DHCP is active, up to three additional static IP address can be assigned - see 8.4.1 on page 39).
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APPENDIX B IP ADDRESSES, PROXY SERVER, SUBNET MASK, DNS, GATEWAY
IP ADDRESSES

RECEPTION
A message that reaches a device is accepted if the destination IP address contained in the message coincides with the receiver's address.

TRANSMISSION

A PC can send data only to a limited range of IP addresses, called the subnetwork. The definition of the subnet for a given PC depends on the combination [IP address -
Subnet mask].

A practical test to establish whether two IP addresses belong to the same subnetwork, is as follows:

NETMASK - PRACTICAL TEST
If the Subnet mask of the two devices are identical and the IP addresses corresponding to the “255” positions of the Subnet mask are identical, the two IPs
belong to the same subnetwork.

Example 1: same subnetwork

SUBNET MASK 255. 255. 0. 0
IP1 10. 0. 1. 34
IP2 10. 0. 2. 245

The device with IP address 1 communicates directly with the device with IP address 2.

Example 2: different subnetworks

SUBNET MASK 255. 255. 0. 0
IP1 10. 1. 1. 34
IP2 10. 0. 2. 245

The device with IP address 1 CANNOT DIRECTLY communicate with the device with IP address 2 (a Gateway device will be needed).

PROXY SERVER

For some types of message, the PC can also be configured so that the path travelled by the message includes (if featured in the local network) a special device called a
proxy server, which performs some additional tasks.

An example of such tasks is the one that is normally performed when requesting access to Internet sites from a PC on a local network; in this case, each PC accesses the
Internet via a central server on the network, which has the task of managing the traffic to the outside.

Normally, the server features a proxy so as to store the last pages accessed in its memory, and, if on the websites these have not been changed (date / file size), rather
than download them from the sites it provides its own copy, thus avoiding useless data traffic; in general, a proxy returns a result that depends on the rules set on the
proxy.

If pCOWeb is installed in a network with a proxy server, the browser on the PCs in the network are normally already set to send their HTML page requests to the proxy.
In this case, if the network server has not yet been set to locate the pCOWeb in the network, a personal computer will not be able to access the pCOWeb HTML pages
via the proxy. Consequently, the easiest solution is to disable the proxy on the PC used to contact the pCOWeb. This means however that the PC will not be able to
access the Internet via the intranet.

FURTHER INFORMATION

The mechanism for the transmission of a data packet is illustrated below.

NOTE A network device can contact another device only if its MAC address is known (or the MAC address of the corresponding gateway that it connects through)
and this is included in the transmission packet; in fact, the first filter for reception on each network device is a network board that rejects all the messages that
are not sent to its own MAC address.

The transmission mechanism can be analysed as follows.

A - request from a program running on a PC to contact a site; role of the communications manager.

It is assumed that a program running on a PC requests the PC operating system to send a certain message to a server, for example www.myserver.com; the
program sends the request to the communications manager on the PC; the communications manager is a program that is part of the operating system and that
can be considered a “switchboard operator” for the PC: it receives transmission requests from the programs running on the PC, and receives messages from the
outside, forwarding them to the programs running.

B - search for the IP address relating to the sites server.

Once the request has been received, the communications manager on the PC looks up its “table of names-IP addresses” to find the association between the
requested name (URL: www.myserver.com) and the IP address of the server; if the association is not found, it connects to a special network service called “DNS -
Domain Name Server”, whose role is to supply the IP addresses corresponding to the names, in the same way as a telephone directory; the IP address of the DNS
is known to the communications manager, being specified by the user in the configuration of the PC.
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NOTE In the following examples, to simplify the explanations, it is assumed that the DNS server is located within the network; it must also be remembered
that there are no limits to fact whether the DNS server is located within or outside of the network.

B1 - search for the MAC address of the DNS server
In reality, as described, to call the DNS server the communications manager must first acquire the MAC address; to do this, first of all it looks up its “table of
IP addresses-MAC addresses” (ARP table); if it can't find the address, it sends a message using ARP protocol (Address Resolution Protocol); the message is
sent to the “broadcast” address (see APPENDIX A on page 52) and consequently is received by all the devices. The message asks for a response from the
network device whose IP address matches the address of the DNS server; as soon as the DNS responds, the PC saves the MAC address in the ARP table so
that this can be used again in the future, without having to send the request each time; the table is not static but is constantly updated.
B2 - the DNS provides the IP address of the site.
Once the communications manager has the MAC address of the DNS server, it will send the name www.myserver.com, and the DNS will respond with the
corresponding IP; if the table does not contain the address, the PC will not be able to access www.myserver.com and a warning message will be displayed.
On a PC, the same behaviour can be simulated using the “nslookup” function in Microsoft Windows™:

C:\>nslookup www.google.com
Server: ns4.myserver.dns
Address: 10.0.0.14

Response from an untrusted server:
Name : www.1l.google.com
Address: 216.239.59.147

Aliases: www.google.com

C - the IP address acquired may not be suitable to contact the server directly: function of the subnet mask.

At this stage, the communications manager checks whether or not it can contact the server's IP address directly; if not enabled, it will send the request to contact a
network “helper” called the “gateway”, which will forward the message to the recipient (and will do the same for the response); the gateway can be contacted by
the PC as the user will have specified the IP address provided by the network administrator; this IP must be directly contactable.

Direct contact depends on the combination of the following numbers:
e [P address of the destination
e [P address of the personal computer
e subnet mask of the personal computer
The communications manager, using these three numbers, establishes whether the recipient's IP address belongs to the range (called the “subnet”) of IP addresses
it is enabled to communicate with, without having to go through the gateway.
The destination IP addresses it can communicate directly with satisfy the following criterion:

the bits of the destination IP address corresponding to those that in the Subnet mask are equal to 1,
must have the same value as the bits of the source IP address

NOTE The subnet mask cannot have just any value; it must follow a number of rules, including:
o from the left, at least the first bit must be 1
e  continuing to the right, the first 0 bit will only be followed by 0 bits

Examples

Subnet mask 255. 255. 224. 0
111113111 11111111 11100000 00000000

Source IP 10. 0. 66. 64
00001010 00000000 01000010 01000000

Dest IP 1 (direct) 10. 0. 69. 240
00001010 00000000 01000101 11110000

Dest IP 2 (by gateway) 10. 12. 66. 64
00001010 00001100 01000010 01000000

Dest IP 3 (by gateway) 10. 0. 130. 64

00001010 00000000 11000010 01000000
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In other words, the valid range (subnet) for the addresses that can be contacted directly from this PC will be:

ALL DIRECT IP’s RANGE:

Dest IP #1 255. 255. 64. 0
00001010 00000000 01000000 0OOOOOOOO

Dest IP #2 255. 255. 64 . 1
00001010 00000000 01000000 0OOOOOOO1

Dest IP #3 255. 255. 64 . 2
00001010 00000000 01000000 00000010

Dest IP (#8192) 255. 255. 95. 255
00001010 00000000 01011111 11111111

D - (destination IP address contained in the subnet)
D1 - search for the MAC address of the site's server.

Similarly to step B1, to send the message the communications manager must first acquire the MAC address corresponding to the IP; first of all, it looks up its
“table of IP addresses - MAC addresses”; if this is not found, it searches the network by sending an ARP message and waiting for the response from the server
whose IP address is equal to the destination; as soon as the server responds, the PC saves the MAC address in the table so that this can be used again in the

future, without having to send the request each time.

D2 - effectively send the message

Finally, the personal computer sends the message to the server with the MAC address acquired.

E - (destination IP address outside of the subnet: send to the gateway)

In this case, the personal computer will send the message to a special network device called a gateway, whose IP address will have been specified in the

configuration of the PC. The IP address of this device must belong to the same subnet as the personal computer.

The message will be sent to the gateway after the personal computer has acquired the corresponding MAC address, as described in step B1 or D1.
The gateway, if configured by the network administrator to allow communication between the two subnets in question, will forward the message to the IP

destination address; once the response is received, this too will be forwarded to the original sender (the personal computer).
Overall, then, the gateway allows the personal computer to access all other IP addresses outside of its own subnetwork.

]
sukbnet 2 ‘

T

‘ proxy = ——

®
Gateway ‘
uni® 1 \ unit 4
@
unit 3 ‘ I “

.- - _ _ ‘ subnet 3 ‘
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APPENDIX C

Figure C.a below describes a write request generated by a high level pCOWeb application.

APPLICATION - pCO - pCOWeb COMMUNICATION

|
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Figure C.a - Communication between pCOWeb - pCO atoms

REQUEST TO WRITE A VARIABLE FROM pCOWeb TO pCO

1.

The variation request (WRITING REQUEST) is not transcribed to the pCOWeb table (comm buffer: var value) but rather is sent directly to the pCO.

2. Atthe same time, on the pCOWeb the variation sent flag is raised (comm buffer: delta flag “set”); this flag is ONLY used by the HTML pages when reading to
establish whether the variations sent by the page with the “Submit” button have been confirmed by the reception of the new values on the pCO: while there
are still some variations that have not yet been confirmed by the pCO, pCOWeb does not generate the confirmation html page on the browser; a 10
seconds Timeout is reset whenever each new confirmation is received; the html confirmation page will be generated and sent back when all confirmation
have been received OR when the Timeout expires.

3. The value is received by the pCO and saved in the corresponding communication buffer (comm buffer: var value), together with a variation received flag
(comm buffer: delta flag “set"); the flag is only raised if the value received is different from the existing value.

4. |f the application running on the pCO contains the atom for receiving the variable (RX ATOM), when the atom is run it detects the raised flag, resets the flag
(comm buffer: delta flag “reset”) and transfers the new value to the variable (example: AN12) for use within the application; at the same time it “books” the
re-transmission of the variation by raising the flag in the communication buffer on the pCO (comm buffer: tx flag “set”).

5. If the application running on the pCO contains the atom for sending the variable, whenever this is run it checks whether the value of the communication
buffer (comm buffer: var value) is different from the value of the variable in the application (AN12); if it is different, it transfers the value of the variable in the
application to the communication buffer and “books” the re-transmission of the variation by raising the flag in the communication buffer (comm buffer: tx
flag “set”).

6. With the following update request from pCOWeb to the pCO, the latter will send the value and lower the delta flag (comm buffer: delta flag “reset”).

7. pCOWeb will receive and save the value and the reception in its buffer (comm buffer: var value, delta flag “reset”).

CONCLUSIONS

A Inan pCO application, a read-only variable does not perform the reception atom and is only varied from the application. Each value sent by pCOWeb willl
not produce any variation in the value of the application, but if the two values are different, the send atom will also book an echo containing the value of the
variable contained in the pCO application.

B.  On power-up, the pCOWeb communication buffer is loaded with a series of “U"-s (Undefined); each value received from the pCO replaces the
corresponding “U" loaded at power-up.

C. If communication with the pCO is interrupted, after a Timeout of a few seconds, the entire pCOWeb communication buffer is initialised again with the “U"-s
(the "Status” LED starts flashing red).

D.  On power-up, or when communication is restored, pCOWeb sends pCO a command to read all the variables, regardless of the variations; pCO then sends
all the values of all the variables managed by the communication buffer, irrespective of whether the atoms are present or not.

E. The pCO BIOS versions prior to 4.02 do not manage all 207 variables for all three indices, that is, have communication buffers that do not extend across the
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APPENDIX D ArGoSoft: A FREEWARE MAIL SERVER

Various SMTP servers are available on the Internet.
Below is a description of the ArGoSoft Mail Server freeware (version 1.8.8.9), downloadable at the link:
www .argosoft.com/mailserver/.

After installation, when first started the screen shown in Figure D.a below is

displayed. 1=
File Tools Help
The “Listening on port ..." messages confirm that: > " = &
. 1e/04/2007 LY 37412 —SHIP Server started. Listening omn vort Z5
*  SMITP Server started: the server that pCOWeb will send the messages to | 127882007 1 37NG —fyoos Sarver felveod iiionins oo wies 1o,
It 1 16/04/2007 14 37. 1% -\Web Server started. Listening on port 80
is running. o

Hessage size

IMPORTANT: if another SMTP manager is already active, port 25 will be e

busy and the service will not be started. Close the other manager. Sroren ceomus i\ ammink
. . . Maximum socket¥:
e  POP3 Server started: the server that the e-mail client will download the Local host: ro eren N
messages from is running. Local host aftef reverssVlookup: robertop.carel.locals

IMPORTANT: if another POP3 manager is already active, port 110 will be

busy and the service will not be started. Close the other manager. 2

e Finger Server started: optional service not used by pCOWeb; ignore. 1

e Web Server started: the server to access the MAILBOX from a Internet
Browser is running.
IMPORTANT: if port 80 is busy, the web server will not be started; the
Skype application, for example, uses port 80; another port can be
selected in the configuration (for access via browser the port will need to
be specified), or alternatively close Skype or any other applications that paivery on r— [Pending: 0 Delvering: 0 @
occupy port 80.

CONFIGURING THE SERVER Figure D.a - ArGoSoft Mail Server: opening screen

1. SET THE DOMAINS

INFORMATION
e The part of an e-mail address to the right of the “@"is called the domain (name@domain).
e More than one domain can be added to ArGoSoft.
e The server will only receive the messages whose domain corresponds to one domain specified on the settings.

options______ RSN ontions Eiloptons x|
Loggng | SMTPAuthentication | Logging | SMTPAuthentication | Logging | SMTPuthentication |
General Local Damains Ports Gergral Local Domains | Ports General Local Damains | Ports
il il praviderZ.com il
il il ¥

provideri.com

/

F

2
1 3 /
[providert.coml |prw.d:l com [providert.com
Freplane ol | oewe | Repie ',Tll Dekte | Repoce || 2 | [ Do |
—\ }
‘ [ ok | concel | o | ok || coest | Hep | [ ok | concd | bHep |

Figure D.b - ArGoSoft Mail Server: setting the domains

PROCEDURE
Click point 1 in Figure D.a above; with reference to the example settings illustrated for pCOWeb in Figure 4.p on page 24, enter the two domains (see Figure
D.b above):

providerl.com

provider2.com

2. CREATE THE MAILBOX
Click point 2 in Figure D.a above. Create two MAILBOXES, entering the User Name and Password (in Figure D.c on page 58 “pcoweb_heater_pCO” /
“password” and “supervisor” / "password” have been used). This information will only be used by the client (for example Microsoft Outlook) to receive the
messages.
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3 Torirm Dassword| | ]

usersetwp =

x
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Figure D.c - ArGoSoft Mail Server: creating a MAILBOX

IMPORTANT ~ When, in Figure 4.p on page 24, the properties are set for sending the e-mail notifications from pCOWeb, if ArGoSoft is used, it is

mandatory not to specify the login Username / Password (leave the corresponding fields empty).

NOTE

Even if the pcoweb heater pCO@providerl.com MAILBOX is not created, pCOWeb still sends the messages to supervisor@provider2.com; the

first MAILBOX has simply been proposed as an example for any messages sent to pCOWeb. These messages are not managed by pCOWeb but
must be displayed by browser or downloaded by a client.

ACCESSING THE SERVER VIA WEB
The ArGoSoft server features access to MAILBOXES via web pages.

To do this, simply open an Internet browser that can access the computer where ArGoSoft is running, and type the name or the IP address of the computer; if the same
computer is running the browser and ArGoSoft, simply enter the address 127.0.0.1.

Once the access page has been displayed, select the “Login” button and enter the Username (“pcoweb_heater_pCQO") and Password (“password") set for the MAILBOX.

NOTE If when installing ArGoSoft, port 80 was occupied and a different port is used (for example 81), the port must be specified as follows:

<name or IP address>:81
Example: 127.0.0.1:81

STOPPING THE ArGoSoft SERVER
After ArGoSoft has been started and the server has been configured, the program can be closed.

-loix|
The server will remain operating. :°t°'s “e"’m e

. . . Ard T+
To also stop the server, open ArGoSoft again and proceed as shown in Figure D.d. =

HTP Server started. Listeninag on vort 2§
2 rver started. Listeming on wort 110
3 Suspend Delivery

- Finger

started. Listening on vwortc 79
. = - Web Server =0 _ Listening on port 80
CONFIGURING THE Microsoft Outlook CLIENT ey “"*""im"’*\ 1
. . . . Hich wersion: $0Z02
To be able to use an e-mail dlient (for example Microsoft Outlook) to get the messages delivered, Descriution: Uindock 2.0 2
for instance, to the supervisor@provider2.com MAILBOX on the server, the client needs to be P e e D
. Local addresses: 10.0.0.93.172_16.0.2
configured. LOGl host afrer reverse lovkup: robartop.carel.locale
PROCEDURE
e From the Microsoft Outlook menu bar, choose:
- "Tools”
- "Accounts...”
- "Add an e-mail account”
e Choose the type of server: POP3
|Delivery on Connections: 0 |Pending: 0 Delivering: 0 @

Figure D.d - Stopping the ArGoSoft Mail Server
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e  Enter the information :

Account di posta elettronica

Impostazioni posta elettronica Internet (POP3)
Tutte |z sequenti impostazioni sono necessarie per il funzionamenta dellaccount di posta

elettronica,

Informazioni utente

Home: e

Indirizza post; supervisor@provider2.com
elettronica:

Informazioni accesso

Home utanta:s supervisar
Password: 6 r———

¥ Memorizza passward

™ Accedi con autenticazione passward
di protezione (SPAY

Informazioni server

Server postain arrivo (POP3}: [10,0.0.93 3
Server posta in usdta (SMTPY: [10,0.0.93 4

Prova impostazioni

Dapo aver immessa le informazion richieste, &

consigliabils provare I'account scegiendo il pulsante in

bassa, E necessaria la connessione direte,

Prowa impostazioni account .. 7

Altre impostazioni ... |

Attivita | Errori |

Prova impostazioni account

Tutte le prove hanno avuto esita positivo, Scegliere Chiudi per continuare,

Interranpi

Attivitd

Stata

< Indietra I Avanti = I

Annulla |

 Stabilisci connessione direte

' Trova server della posta in uscita (SMTP)
 Trowa server della posta in arriva (FOFS)
" Accedi a server della posta in arriva (POP3)

s/lnwa messagaio prova posta elettronica

Operazions completata
Operazione completata
Operazions completata
Operazione completata
Operazions completata

Figure D.e - ArGoSoft Mail Server: configuring Microsoft Outlook

1-Name: Supervisor people
2 - E-mail address: supervisor@provider2.com

3 and 4 - Incoming mail server (POP3) and Qutgoing mail server (SMTP): name or IP address of the computer where the ArGoSoft server has been

installed.

NOTE If the computer is different from the one running Outlook, the two computers must be able to exchange data. It is recommended
to use the same computer. In this case, enter 127.0.0.1 (internal address of the computer visible to all the internal applications).

5 — User name; as set for the ArGoSoft MAILBOX: “supervisor”.
6 — Password: password set when creating the MAILBOX: “password”.
7 - Test account settings...: select this button to test the Microsoft Outlook settings: a test message will be sent and then received by the MAILBOX.

At this stage, the ArGoSoft server is ready to receive e-mails from pCOWeb and deliver them to Outlook.
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APPENDIX E

Various FTP servers are available on the Internet.

Below is a description of the FileZilla Server freeware (version 0.9.23beta) downloadable at the link:
http://sourceforge.net/projects/filezilla/.

When installation has been completed, run FileZilla Server and the FileZilla
Server Interface application for making the settings: the authentication
dialogue box for connection to the server is displayed: select Ok.

CONFIGURING THE USERS

INFORMATION

When pCOWeb, using the FTP PUSH function on page 24, connects to a
FTP server to send a file, authentication is performed by sending the
Username and Password; the user must already be configured in the
server, otherwise the connection will fail. The example below shows how
to set a user on FileZilla Server; the procedure is the same for setting other
users.

FileZilla Server: A FREEWARE FTP SERVER

FZ Filezilla server o [m] 3]
File Server Edi ?
B O -IEEY-E
5I
Filezla Server version 0 #8ageta )
Sz AR Port: Copyright 2001-2006 by Tim Koz kosse@filezila-project. org)
l— Connecting to server...
14147 Connected, waiting for authentication "
Logged on CI ICk
Administration passward:
o - [ account [ 1P | Transfer
(Y is server
- ' 2
| Ready 0 bytes receive 7

Figure E.a - FileZilla Server Interface: authentication dialogue box and opening screen

users x| x|
Page: [ Account setkings Users Page: Account settings [ Users
- General I™ | Enable account General
i Shared falders & P el Shared folders
- Speed Limits
- IP Fiter Group membership: -
I A dd user account || 4
Flease enier the name o the user ceeount that should (I By wsilic: D e
beadded Fa 1 5 / Maximum connection count: | ¥
Iflpaccuunﬂ = l—
Con onnection limit per 1P 0
User shouid be member of the following aroup Add )F‘P-WWE 6 commedteniint ger i Add | Remove
i I(none> 3 = — ™ Force S5L Far user lagin e | gy
~Des lLI I LCEII I [~ Description
E| B
0K ] -]
You can enter some comments about the user *fou can enter some comments about the user
Cancel Cancel
Figure E.b - FileZilla Server Interface: creating the “ftpaccount” user
1. Open the user configuration page (see Figure E.a above, click the Users e x|
ICOﬂ); - Shared folders Users
2. With reference to Figure E.b above (points 1, 2, 3), type the Username of
the new user (for the FTP PUSH example illustrated on page 24, enter
“ftpaccount”),
3. Again with reference to Figure Eb above (points 4, 5, 6), set the access Dieciies—)
m " Create
Password for the “ftpaccount” user created above (for example e
"“password”). gl
. . . . 4 | ] |+ Subirs bdd | Remove |
4. With reference to Figure E.c (points 7, 8, 9, 10), set the shared directory for 8 | | | | | |
" " X _ Add Flemove Fiename | Set as home dir
ftpaccount” that pCOWeb will be able to copy the files into. fonewe| 20

The settings are now complete. The FileZilla Server Interface can now be closed;

FileZilla Server will keep running.

STOPPING / RESTARTING FileZilla Server

Cancel

& directary alias wil also appear at the specified location. Aliazes must contain the full local
path. Separate multiple aliases for one directory with the pipe character [| ]

If using aliases. please avaoid cyclic directory stuctures, it will only confuse FTP clients.

10

Figure E.c - FileZilla Server Interface: choosing the shared directory for

“ftpaccount”

If needing to stop or restart the server, from the Windows Programs menu, procedures as shown in Figure E.d.

¥

skart FileZila Server

Uninstall

| Click to STOP

FileZilla Server Interface

Click to START Uninstal

[ [ Filezila server Interface

fZ start Filezila Serve
I& stop Filezila Server

Figure E.d - FileZilla Server: stopping / rebooting
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APPENDIX F

Various TRAP receivers are available on the Internet.

Below is a description of the Trap Receiver freeware (version 5.00) downloadable at the link:
http://www.ncomtech.com/trapreceiver.html.

After installation, when starting Trap Receiver requires confirmation to start the TrapRevr service (Figure F.a).
When started no configuration is required. Figure F.b shows the Trap Receiver window highlighting a Trap message

that has been received; double dlick to see the details of the TRAP (INFORM).

STOPPING / RESTARTING Trap Receiver

The TrapRevr service can be stopped from Windows: Start / Settings / Control Panel / Administrative Tools /

Trap Receiver: A SIMPLE TRAP / INFORM RECEIVER

Trap Receiver Alert x|

sy Service is not running!

Figure F.a - Trap Receiver: confirming the start of

Concel |

Services: search for the “TrapRevr” service and dlick the right mouse button on the row corresponding to the service

and choose “Stop”.

The service will be automatically restarted when Trap Receiver is next run.

Trap Source: [Port 162

=1or|

Total Traps Received: |1

Ak, \ Sender \ Meszage

Time: |

] 10.0.0.145 1.3.6.1.4.1.9839.21 Typpe 60

15:59:56 0441707 ]

\

Exit

TRAP arrived: double click to view the details

7

Configure I

the service
Request ID |1322785865
Enor Index |0
Community |Public
Error Status |0
Ip Address [10.0.0.145
Trap Type |INFORM
Wariable Bindings
oD [ Twe | Value |
136121130 TimeTick 0 days OBh'53m:47 30s
12E1E211.410 oo 1.26.1.47.9833.21.1.0
1.36.1.41.9833.21.1.0.0 Integer 0
[ oese | Show Raw | e [y

Figure F.b - Trap Receiver: confirming the start of the service - details of the TRAP messages
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APPENDIX G CAREL TAGS FOR pCOWeb HTML PAGES -THE PW_DEMO.HTML
PAGE

Each CAREL tag entered on an html page is used to read or modify the pCO controller data or the pCOWeb settings. This makes the html page dynamic, that is, it
contains the values of variables.

The tags are managed by an internal program on pCOWeb with tag parser functions, called “pcotagfilt”. In fact, the web server on pCOWeb has been programmed to
recognise the following row in an html page (the row position is irrelevant):

<!--tagparser="/pcotagfilt"-->

following which the web server searches for the “pcotagfilt” program in the default root position for the web server (“/usr/local/root"), and then starts it, sending all the
contents of the html page.

The “pcotagfilt” program recognises the CAREL tags, replaces them with the results, and returns the resulting html page.

IMPORTANT  If the row

<!--tagparser="/pcotagfilt"-->

is not included in the html page, the CAREL tags will not work, and will be shown on the PC as they are written.

NOTE Browsers such as Internet Explorer, Mozilla Firefox and others create a copy of the pages visited in their cache, and when the page is next called the contents
may be loaded from the cache, rather than requesting an update from pCOWeb. This means that at times the desired result is not displayed, above all with
dynamic pages such as those used on pCOWeb.

The browsers, nonetheless, feature of a specific command to force them to update the pages from the web server; for example, by using F5 both Internet
Explorer and Mozilla Firefox update the page, but by using Ctrl+F5 they do it without using the cache contents.
Ctrl+F5 should be used whenever there is doubt that the result may haven been loaded from the cache on the PC.

CAREL TAGS FOR HANDLING THE pCO VARIABLES

“var”: read / write a variable
Used to read or write the value of a pCO controller supervisor variable.

SYNTAX
<%var(0, VariableType, VariableIndex, [MinValue], [MaxValue])%>
where:

e 0 (zero): required; reserved for future extensions;

e VariableType: 1: Digital, 2: Analogue, 3: Integer;

e Variablelndex (1 to 207): choose the variable;

[ ]

[MinValue] (Int.: -32768 to 32767 step 1, An.. -3276.8 to 3276.7 step 0.1), optional when writing, no affect when reading: pCOWeb will not send the pCO a
value less than MinValue;

o [MaxValue] (Int:-32768 to 32767 step 1, An.: -3276.8 to 3276.7 step 0.1), no affect when reading, optional when writing: pCOWeb will not send the pCO a
value greater than MaxValue.

READING
Returns the value of the variable saved in a table on pCOWeb. The table is updated based on the variations that pCO sends to pCOWeb around 3 times a second, as
displayed by the green flashes of the Status LED.
The result of the read operation may be:
e value of the variable;
e or:"U" (Undefined): indicates that the value of the variable contained in the table on the pCOWeb is not valid.
Possible causes of the value “U":
o pCOWeb has not yet received a value for the variable from the pCO; wait around one minute and retry;
o alternatively: communication between the pCOWeb and the pCO is interrupted (the Status LED on the pCOWeb flashes red, all the variables are
equal to “U” on the page shown in Figure 8.b on page 36): check the correspondence of the communication parameters between pCOWeb and the
pCO application (see 8.5 on page 39);
o alternatively: the address of the variable is outside of the range managed by the pCO BIOS firmware (not a recent version); In the example shown in
Figure 8.b on page 36, the pCO only manages the first 199 digital variables, the first 127 analogue variables and the first 127 integer variables.

Example (Figure G.a on page 63)
Reading the value of digital variable 5:

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<!--tagparser="/pcotagfilt"-->
<head>
<meta content="text/html; charset=IS0-8859-15" http-equiv="content-type">
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<title>pCOWeb Configuration</title>
</head>
<body>
<div style="color: red">Variable Digital 5 value is: <%var(0,1,5)%></div>
</body>

</html>
/2 pcoWeb Configuration - Windows Internet Explorer =181 x|
@:——: - Ig, http:ff10.0.0,145/htkp/example, html j 4[| X IGoogIe 2 |-
File  Edit Wiew Fawvorites Tools  Help
GOCngE|G' LIGO +r{";jj 9 E] hd | ¥ Bookmarks > @?blocked | a:/}—‘check * %Y Autolink * ‘.-_, ol BSend [{-h Settings -
12? ﬁ'ﬁi’ '_répCOWeb Configuration | | @ - B - Q@ - Iﬁ’Page - _{_;I- Tools »
=

Variable Digital 5 value is: 0

E
Done l_ l_ l_ l_ l_ l_ €D treernet A% - g

Figure G.a - The “vax” TAG used for reading

WRITING

To enter a variable write operation on an html page, use the <form> statement (for the syntax of <form>, see the documents on the HTML language at
http://www.htmlhelp.com/reference/wilbur/block/form.html). Inside the form section, the var tag is used together with
the “script” statement.

Example (Figure G.b below and Figure G.c on page 64)

Writing a new value for the integer variable with index 9 (note: to try this example on pCOWeb, replace index 9 with the index of a read/write variable for the application
loaded on the pCO).

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<html>

<!--tagparser="/pcotagfilt"-->

<head>
<meta content="text/html; charset=I1S0-8859-15" http-equiv="content-type">
<title>pCOWeb Demo Page</titles

</head>

<body bgcolor='#ffffff's>

<hl style="text-align: center">pCOWeb Demo Page</hl>

<br>

<form method="GET" action="example.html">

<input type="text" name="?script:var(0,3,9,-32768,32767)" value="<%var(0,3,9)%>">

<input type="submit" value="Submit">

</form>

</body>

</html>

The ?script:var(0,3,9,-32768,32767) section places a text box on the page for entering the value using the keyboard.
The <%var (0, 3, 9) %> section fills the text box with the value of the variable; if omitted, the value will not be indicated.

o

@:—: - I@, http:{10.0.0.145/httpexample. html j 9| X IGoogle L2 -

File Edit V“iew Favorites Tools Help

Googlt|G' jGo {»@ 9B~ | 99 Bookmarks~ &7 blacked | "% Check ~ % Autolink = || 4utoFil e Sendtow (L) Settings~

w ok (€ pCoweb Demo Page | | % - B - oseh - hPage v (0 Tods ~ 7
[~

pCOWeb Demo Page

2000 Submit |
El
Do Internet F100% -
Vi

Figure G.b - The “var" TAG used for writing
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After having entered a new value, selecting the Submit button sends pCOWeb the value entered for the variable and a new request for the page specified in the “form”
statement (“example.html”).
pCOWeb will perform the following operations:
1. send the value entered to the pCO (for multiple variables, it will send all the values entered);
2. wait to receive the echo of the value sent by the pCO (for multiple variables, it will wait for the echo of all the values);
3. when the echo is received, the value will be written to the table on the pCOWeb and the page will be returned to the PC (for multiple values, it will wait for
the last echo to be received); the fields will contain the values received as echoes from the pCO.

ﬂ'.; pCOWeb Demo Page - Windows Internet Explorer = |EI|1|
@_A g Ié, hitp:/f10,0,0, 145 hktpexample, htmlz 3 3Fscript o 3y ar %2809 2 C 3% 20 9% 20- 376G 2 C 32767 %2 0=400 j || % IGoogle B
File Edit View Favorites Tools  Help
GDLngC|C' LIGD 4»6";}' 9 E hd | %% Bookmarks~ S]?blocked | ":?Check > % Autolink ¥ | AutoFil s Send tow CDSettingsv
ﬁ *‘1":]':? :_épCOWeb Demo Page | | 1’:} - D - - - I-_;}Page - <_; Todls +
=
7
pCOWeb Demo Page
MUU Submnl
=
[ 0 [ & meemnet 1w v g

Figure G.c - The “vax"” TAG used for writing: write completed

NOTE  The pCO does NOT send an echo in the following cases:
e the pCO is sent the same value as already saved for the variable;
e one of the situations in which “var” returns “U" (see above, description of “var” for reading).

If waiting for some echo, pCOWeb will return the page to the PC after a Timeout of 10 seconds from the reception of the last echo; the fields relating to the variables for
which no echo has been received will contain the values saved prior to the variations being sent. For further details see APPENDIX C on page 56.

“setres”: outcome of a write page
Returns a value that depends on the result of the last access request to the pCO supervisor variables in which vaxr commands are used (see above).

SYNTAX
<opsetres('UndefinedText', 'OkText', 'TimeOutText')%>

The three customisable fields are returned in the following cases:
e UndefinedText: the pCO has not been sent a request for the variation of the variables;
e OkText. pCOWeb has received all the echoes for the variations sent to the pCO;
e TimeOutText. pCOWeb not has received all the expected echoes.

IMPORTANT  The result of setres does NOT represent the correct writing or reading of a pCO supervisor variable; in fact, the following special cases exist:
o for the write request, the pCO returns an echo even when the variable is in read-only and the value sent to the pCO is different from the one
in the application; the echo returned sends the unchanged value contained in the pCO application;
o ifthe pCO receives the write request for a variable with a value that is the same as the current one, no echo will be generated for that variable.
For these reasons, this tag should only be used to check the operation of the HTML pages during their construction.
For further information on communication with the pCO, see APPENDIX C on page 56.

Example (Figure G.d on page 65)
Displaying the result of the write operation:

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<html>

<!--tagparser="/pcotagfilt"-->

<head>
<meta content="text/html; charset=I1S0-8859-15" http-equiv="content-type">
<title>pCOWeb Demo Page</title>

</head>

<body bgcolor='#ffffff's>

<hl style="text-align: center">pCOWeb Demo Page</hl>

<br>

<form method="POST" action="example.html">

<input type="text" name="?script:var(0,3,9,-32768,32767)" value="<%var(0,3,9)%>">

<input type="submit" value="Submit"s>

</form>

Operation result: <%setres('Undefined', 'Ok', 'Timeout') %>

</body>

</html>
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f,"; pCOWeb Demo Page - Windows Internet Explorer _ ||:||1|

@A |~ |&] http:/10.0.0. 145 httpfexample. html =] #)| % | [soogk P~
R Help
Google |G ~lea e @ B+ | €% sockmarks Bhi7blocked | % check v N Autolink v - Autofil [ Sendtow () settings =
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pCOWeb Demo Page
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Operation result: Ok
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Figure G.d - The “setres” TAG: example

CAREL TAGS FOR HANDLING THE pCOWeb CONFIGURATION FILES

pCOWeb saves the user settings in a number of files (paragraph 8.1 on page 35), in the following format:
<parameters>=<value>
An example of these files (SNMP TRAP configuration, ‘snmptrap’ file) is as follows:

rl enabled=1

rl trigger=0

rl destl=1

rl dest2=0

rl dest3=0

rl dest4=0

rl trapoid=1.3.6.1.4.1.9839.2.1.1.0
rl_ack=0

rl time=1

host1=10.0.0.131
communityl=carel

enabledl=1

enabled2=0

enabled3=0

enabled4=0

pcoprotfail enab=0
pcoprotfail ack=0
pcoprotfail time=1

rl valoidl=1.3.6.1.2.1.1.5.0

The following tags are available for handling the configuration files:
e “getdb”: read a parameter from file;
e “setdb": write a parameter to file;
e “checkdbsel”: search for a parameter in a file and check the value (useful for html “select” tools);
e "checkdbradio”: search for a parameter in a file and check the value (useful for html “radiobutton” tools)

“getdb”: read a pCOWeb parameter from a file
Returns the value of a pCOWeb parameter read from a specified file.

SYNTAX
<Y%getdb('Filename', 'ParameterName")%>

IMPORTANT:  the names of the pCOWeb files are case sensitive.

The file is searched by defaultin /usr/local/root/flash/etc/sysconfig/, which contains the pCOWeb configuration files. To use a new file
of parameters for new applications, a path other than the default can be specified, always starting from root (*/"); nonetheless, it is recommended to save the files in the
default path so as to group all the pCOWeb parameter settings in the same location.

Example (Figure G.e on page 66)
The ‘commcfg’ file contains the pCOWeb and pCO communication configurations. The row that defines the baud rate is:

speed=19200
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The following html page:

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">

<html>

<!--tagparser="/pcotagfilt"-->

<head>
<meta content="text/html; charset=I1S0-8859-15" http-equiv="content-type">
<title>pCOWeb Demo Page</title>

</head>

<body bgcolor='#ffffff's>

<hl style="text-align: center">pCOWeb Demo Page</hl>

<br>

BAUD RATE = <%getdb ('commcfg', 'speed') %><br>

</body>

</html>

will generate the result shown in Figure G.e below.

ol

@‘ ~ |&] http:jj10.0.0.145 httpfexample bkl = #2 || x || Google 2

File Edit “iew Favorites Tools Help

GDuglc|Gv jGo +{";jj 9208~ | U9 Bookmarks~ & 7 blacked | " check ~ N Adtolink v | Autofil (e Sendtov o () Settings~

i (& pCOWeb Demo Page | | f - Bl - b+ b Page - (0 Tools + >
-

7
pCOWeb Demo Page
BAUD RATE = 19200

El

|D0ne l_ l_ l_ l_ l_ l_ |® Inkernet

ERUT

Figure G.e - The “get db" TAG: example

“setdb”: write a pCOWeb parameter to a file
Writes or modifies the value of a pCOWeb parameter to a specified file.

SYNTAX
script:setdb(‘Filename', 'ParameterName")

The same observations as made for the getdb tag also apply here.

Example (Figure G.f on page 67)
Refer to the same ‘commcfg’ file as used for the getdb tag.

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<htmls>
<!--tagparser="/pcotagfilt"-->
<head>
<meta content="text/html; charset=IS0-8859-15" http-equiv="content-type">
<title>pCOWeb Demo Page</titlex
</head>
<body bgcolor='#ffffff's>
<hl style="text-align: center">pCOWeb Demo Page</hl>
<br>
<form method="POST" action="example.html">
<input type="text" name="?script:setdb ('commcfg', 'speed')"
value="<%getdb ('commcfg', 'speed') %>">
<input type="submit" value="Submit">
</form>
</body>
</html>
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Figure G.f - The “setdb” TAG: example

“checkdbsel”: check whether the value of a parameter in a file is “selected”

Returns the “selected” string if the value of the parameter contained in the file indicated by the tag is the same as indicated in the tag itself, otherwise it returns an empty
string.

SYNTAX
<Ycheckdbsel('Filename', 'ParameterName', 'Value')%o>

Used in the construction of drop-down menu with the html “select” command, selects the current value of the parameter.

Example (Figure G.g below)

With reference to the ‘commcfg’ configuration file already seen for the previous tags; a drop-down menu is created similar to the one used on the configuration page
shown in Figure 8.1 on page 40, so as to allow the selection between the values 9600, 19200 and 38400; if the parameter in the file is equal to 19200, the menu will
show that value as already being selected.

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<!--tagparser="/pcotagfilt"-->
<head>
<meta content="text/html; charset=I1S0-8859-15" http-equiv="content-type">
<title>pCOWeb Demo Page</titles>
</head>
<body bgcolor='#ffffff's>
<hl style="text-align: center">pCOWeb Demo Page</hl>
<br>
<form method="POST" action="example.html">
<select name="?script:setdb('commcfg', 'speed')">
<option value="9600" <%checkdbsel ('commcfg', 'speed','9600')%>>9600</option>
<option value="19200" <%checkdbsel ('commcfg', 'speed', '19200')%>>19200</option>
<option value="38400" <%checkdbsel ('commcfg', 'speed', '38400')%>>38400</option>

</selects>
<input type="submit" value="Submit">
</form>
</body>
</html>
ST
@:—__: - Ig‘ http:ff10.0.0.145/httpfexample, html j || % IGoogIe poiihs
File Edit Wiew Faworites Tools  Help
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Figure G.g - The “checkdbsel” TAG: example
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“checkdbradio”: check whether the value of a parameter in a file is “checked”
This works in exactly the same way as <$checkdbsel %>, but returns "checked="checked” " instead of “selected” and is used for "radio"
buttons, that is, those buttons in which one selection excludes the others.

Example (Figure G.h below)

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>

<!--tagparser="/pcotagfilt"-->

<head>

<meta content="text/html; charset=IS0-8859-15" http-equiv="content-type">
<title>pCOWeb Demo Page</titlex
</head>
<body bgcolor='#ffffff's>
<hl style="text-align: center">pCOWeb Demo Page</hl>
<br>
<form method="POST" action="example.html">
<input type="radio" name="?script:setdb('clockcfg', 'clock sync enabled')" value="0O"
id='en clock a' onclick="Check Envar('l')"
<%checkdbradio ('clockcfg', 'clock sync enabled','0')%>>Disabled
<input type="radio" name="?script:setdb('clockcfg', 'clock sync enabled')" value="1"
id='en clock b'
onclick="Check EnVar('l')"<%checkdbradio('clockcfg', 'clock sync enabled',6 'l')%>>Enabled
<input type="submit" value="Submit"s>

</form>
</body>
</html>
f." pCOWeb Demo Page - Windows Internet Explorer - |EI|1|
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Figure G.h - The “checkdbradio” TAG: example

INFORMATION TAGS: macaddress, fw _release, bootvalues, ipaddr eth0, date

These return information relating to pCOWeb.

SYNTAX AND MEANINGS

<%$macaddress$> MAC address

<%fw release%> pCOWeb firmware version

<%bootvalues%> Type of parameters used when starting: User/Bootswitch, see 3.1.2 on page 12
<%ipaddr,eth0%> IP address of the ethQ interface; use eth0: 1, eth0: 2, eth0 : 3 for the others
<%date%> Current time on the pCOWeb in the format 1970-01-03 20:27

Example (Figure G.i on page 69)

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.0l Transitional//EN"s>

<html>

<!--tagparser="/pcotagfilt"-->

<head>
<meta content="text/html; charset=I1S0-8859-15" http-equiv="content-type">
<title>pCOWeb Configuration</titlex>

</head>

<body>

<div>The ethernet Mac Address is: <%macaddress%></divs>

<div>The pCOWeb firmware release is: <%fw release%></divs>
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<div>The pCOWeb started using: <%bootvalues%></div>
<div>pCOWeb IP address (Eth0): <%ipaddr,eth0%></div>
<div>pCOWeb date/time: <%date%></div>

</body>

</html>
f:" pCOWeb Configuration - Windows Internet Explorer - |EI|1|
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File Edit ‘iew Favorites Tools  Help
GDLngc|GV jGo +{‘;’;j 9 B~ | ¥ Bookmarks~ 517 blacked | " Check % Autolink = | AutoFil s Send tov (L) Settings~
w ke (& pCoweb Canfiguration | | fp - ) - b v 2hPage v (O Tools +

The ethernet Mac Address is: 00:0a:5¢:10:07:15

The pCOWeb firmware release is: A1.3.1 -B1.2.1

The pCOWeb started using: User

pCOWeb IP address (Eth0). 10.0.0.145

pCOWeb date/time: 2007-02-11 00:14 e
|D0ne ,_ ,_ ,_ ,_ ,_ ,_ |® Inkernet HL00% v g

Figure G.i - The information TAGS: example

SPECIAL TAGS

These are used in the configuration web pages; their use is closely related to the operating system, and incorrect usage may cause instability on the pCOWeb.

e “factdefcfg” extracts from non-volatile read-only memory the factory values of the parameters used by pressing the button when starting the
pCOWeb (paragraph 3.1.2 on page 12).
Used in the link to “View factory bootswitch parameters” (see Figure 8. on page 38).

e “rcresult” directly returns the result of certain operations from the operating system. This is particularly delicate, as if not used correctly may require
the pCOWeb to be rebooted.

e “env” returns all the information available from the pCOWeb.
This takes a long time to run; if when running (that is, until the web page is returned) other web pages are requested, pCOWeb will need to be rebooted. To
use this, type the following command directly into the address field in Internet Explorer:

http://172.16.0.1/config/result.html?%$3fscript%3arccmd$28%27do_1o0g%27%29

replacing the address 172.16.0.1 with the IP address of pCOWeb in question.

e “do_flashroom” returns the size of the remaining free space in the area of non-volatile memory reserved for the web pages.
One example of this is “View used / free disk space” on the configuration page (see Figure 8.h on page 38);

e “do_ifconfig” returns the current configuration of the Ethernet network, including the IP address obtained from the server in DHCP mode; one
example is “View network configuration” on the configuration page (see Figure 8.g on page 38).

TYPICAL ERRORS INVOLVING THE TAGS

These are some typical errors that may be committed when using the tags inside the web pages.
e Thetagis not replaced by the corresponding value.
Solution:
o check that the following row is included in the html page:
<!l--tagparser="/pcotagfilt"-->
o  check that the editor used to create the page does not replace the special characters used in the tags with the corresponding html code; for
example, the “<" and “>" characters may have been replaced with “&1t" and “&gt." respectively.
e The web pages containing tags are not displayed.
Causes: the syntax of the tag has not been observed.
Solution: make sure the “%" characters have been entered correctly inside the tags; the last tag on the page is often forgotten.
e The value displayed on the web pages does not change when the variable changes.
Causes: the web page has been made by copying the source of another page (for example, displaying “Source code” in the browser); it does not work
because the page obtained does not contain the tags, but rather the values that pcotagfilt has already replaced them with.

EXAMPLE: THE PW_DEMO.HTML PAGE

Below is a description of the ‘pw_demo.html' page, available by accessing pCOWeb via FTP at the path /usr/local/root/config.
For further information on the creation of the HTML pages, go to http://ksa.carel.com/, under the section pCOWeb.
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PW_DEMO.HTML PAGE

The following row is useful for having the page validated by automatic software, so as to check the correct usage of the language: it declares the type of document, and
the corresponding standard and version.

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
The following row opens the section that will contain the HTML statements. This is closed by </html>.
<html>

The following rows in standard html language simply represent comments.

The last of the three rows is nonetheless essential for the pCOWeb pages and MUST be included in the page (see the start of APPENDIX G on page 62).

This tells pCOWeb which translator must be used for the proprietary tags. pPCOWeb currently features just one tag translator for CAREL tags, so the row is always:
<!--tagparser="/pcotagfilt"-->

If this row is not entered, no CAREL proprietary tags will work.

<!-- The tag filter must be specified in the first 10 lines,
after the '<htmls>' statement, with the syntax: -->
<!--tagparser="/pcotagfilt"-->

NOTE Unlike the comment, the position of the row in the page is irrelevant.
The following row opens the HEAD section, which will contain some special html functions that have no effect on the display of the page.
<head>

The <meta. . . row tells the browser to use a certain set of characters and other properties.
The <1link. .. row loads the style sheets that will be used for formatting the page.
The <titlestitle... </title> row attributes the title to the html page window opened by the browser.

<meta content="text/html; charset=IS0-8859-15" http-equiv="content-type">
<link rel="stylesheet" href="style.css" type="text/css">
<title>pCOWeb Demo Page</titlex

The following row closes the HEAD section.

</head>

The following row selects the colour used for the background of the page.
<body bgcolor="#ffffff'>

The following row writes the text pPCOWeb Demo Page, in h1 font size, with centred horizontal alignment.
This is followed by the line break, <br>.

<hl style="text-align: center">pCOWeb Demo Page</hl>
<br>

The following row tells the browser that it must draw an area for acquiring data entered by the user, and, when confirmed, send the data to the “pw_demo.html” page.
The list of controls for this area ends with the </form> command.

The <center> command defines the start of an area with centred horizontal alignment, the <table> command places the subsequent objects in a table, the <tr>
command defines a new row in a table, the <td> command defines a new cell in a table.

Note that the page has the structure as a general table, in turn containing three tables, each of which contains 10 pCO variables.

For each variable, the html “input” command is used together with the CAREL “var” tag.

<form method="GET" action="pw demo.html">
<center>
<table> general table containing the following three tables

<tr>

<ta> first cell in the general table: table of digital variables

<table style="font-size: 12px; padding: Opx; margin: Opx; padding-right: 30px; border-right: 1lpx solid #cccccc" cellpadding="0">
<tr>
<td style="font-size: 1l4px; font-weight: bolder; height: 40px; text-align: center" colspan="2">Digital Variables</td>
</tr>
<tr>
<td style="width: 90px">Var 1:</td>
<td><input type="text" name="?script:var(0,1,1,0,1)" value="<%var(0,1,1)%>"></td>
</tr>
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<tr>

<td>Var 2:</td>

<tds><input type="text" name="?script:var(0,1,2,0,1)" value="<%var(0,1,2)%>"></td>
</tr>

<tr>
<td>Var 10:</td>
<td><input type="text" name="?script:var(0,1,10,0,1)" value="<%var(0,1,10)%>"></td>
</tr>
</table>

</td>

<ta> second cell in the general table: table of analogue variables

<table style="font-size: 12px; padding: Opx; margin: Opx; padding-left: 30px; padding-right: 30px; border-right: 1lpx solid #cccccc"
cellpadding="0">
<tr>
<td style="font-size: 1l4px; font-weight: bolder; height: 40px; text-align: center" colspan="2">Analog Variables</td>
</tr>
<tr>
<td style="width: 90px">Var 1l:</td>
<td><input type="text" name="?script:var(0,2,1,-3276.8,3276.7)" value="<%var(0,2,1)%>"></td>
</tr>

<tr>
<td>Var 10:</td>
<td><input type="text" name="?script:var(0,2,10,-3276.8,3276.7)" value="<%var(0,2,10)%>"></td>
</tr>
</table>

</td>

<ta» third cell in the general table: table of integer variables
<table style="font-size: 12px; padding: Opx; margin: Opx; padding-left: 30px" cellpadding="0">
<tr>
<td style="font-size: 1l4px; font-weight: bolder; height: 40px; text-align: center" colspan="2">Integer Variables</td>
</tr>
<tr>
<td style="width: 90px">Var 1:</td>
<td><input type="text" name="?script:var(0,3,1,-32768,32767)" value="<%var(0,3,1)%>"></td>
</tr>

<tr>
<td>Var 10:</td>
<td><input type="text" name="?script:var(0,3,10,-32768,32767)" value="<%var(0,3,10)%>"></td>
</tr>
</table>
</td>

</tr>
</table>

</centers>

<br> line break

The following rows are comments and consequently are not active
<!--pCO set result:&nbsp;&nbsp;<img src="/config/img/<%setres('undefined', 'green', 'red')%>.gif" alt="<%setres('undefined', 'correct', 'error
timeout')%>" align="bottom"><br><brs>-->

The following row is an example of the “setres” tag used to colour the texts
pCO set result: <div style="display: inline; font-weight: bold; color: <%setres('gray">Undefined', 'green"s>Communication ok', 'red">Timeout
Error') $></divs<brs>

Addition of the “Submit" button
<input style="width: 100px; margin-left: 20px; margin-top: 10px" type="submit" value="Submit"s>
</form>

End of the page

<div id="back-bottom">

(C) Copyright 2003 by Carel S.p.A., Brugine (PD) - Italy. All rights reserved. Contact: <a href="mailto:infoe@carel.com">info@carel.com</a><br>
Linux porting and software implemented by DVE Progettazione Elettronica, Varese (Italy). <a
href="mailto:info@dveprojects.com">info@dveprojects.com</a><br>

</divs

</body>

</html>
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APPENDIX H STRUCTURE OF A pCOWeb PLUGIN

For the description and the installation of the Plugins, see 8.7 on page 40. —||E|5|
A Plugin is made up of six elements (Figure H.a): L:;n;il;:‘ ‘;st;.p.;g‘ sfon Eoms it ol =l ow
— -
e Configuration files (“conf_users” directory) B == D _ 3 D E
e HTML configuration page (“plugins” directory) install-plug-ntp S
e Executable files (“bin_users” directory) Selezianare Un slemento per
e Start-up scripts (directory “rc_users” directory) :::::Z:::e‘a e,
e Plugin name (contained in the “pluginname” file) Doruments
e Installation directory (“install-plug-xxx") T
IMPORTANT  The position of the files in the Plugin is essential for the correct installation
and uninstallation of the Plugin. s T T

In the following descriptions the examples refer to the NTP Plugin (Network Time Protocol) ) , .
for the automatic synchronisation of the pCOWeb clock with a time server, using the NTP Figure H.a ~ Elements making up a Plugin

protocol; the Plugin is available at http://ksa.carel.com.

CONFIGURATION FILES

These are ALL the files in the “conf_users” directory of the Plugin being installed.

They contain all the settings defined by the user to customise the functions of the Plugin.

During installation these files are copied to the “/usr/local/root/flash/conf_users/" directory, which corresponds to the SCONF_USERS system variable.
To create or edit a configuration file, use the Plugin web pages or edit it manually using a text editor, accessing the user memory via FTP.

The NTP Plugin only contains the file called “ntp_client.conf”, which includes the following line:
1: NTP_URL=10.0.0.131

that defines the IP address of the NTP server used for communication.

HTML CONFIGURATION PAGES

These are ALL the files in the “plugins” directory of the Plugin being installed.
They are the HTML pages used to create the configuration files required for the correct use of the Plugin, and are installed in the “/usr/local/root/flash/http/plugins/”
directory.

NOTE  The presence of .html or .htm files inside the Plugins directory will ensure that the “Configuration / Plugins” section (see Figure 8.5 on page 41) contains the

link to the configuration page (“Network time Protocol”), and the text “No plugins installed” is no longer displayed; for this reason, when developing a Plugin,
at least one HTML page for configuration should be provided, containing at least the name of the Plugin.

Structure of the ntp_client.html page for configuring the NTP Plugin

Below are the contents of the ‘ntp_client.html’ file; the sections of interest are highlighted in bold and commented on individually; the rest is the HTML code required to
correctly generate the page.

1 <!--pluginname=Network time Protocol-->

2 <!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
3 <html>

4 <!l--tagparser="/pcotagfilt"-->

5 <head>

6 <meta content="text/html; charset=IS0-8859-15" http-equiv="content-type">
7 <title>pCOWeb Ntp client configuration</title>

8 </head>

9

10 <script type="text/javascript"s>

11 function modify (obj)

12 {

13 if (document.getElementById(obj) .style.vigsibility=="visible")
14 document .getElementById (obj) .style.visibility="hidden";
15 else

16 document .getElementById (obj) .style.visibility="visible";
17 }

18 </scripts>

19
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20
21

<hl>pCOWeb ftp client System Configuration</hl>
<div style="color: #999999; font-size: 14px">pCOWeb Ntp client

configuration</divs>

22
23
24
25
26
27
28
29
30
31
32

<form method="POST" action="">

<h4>Ntp client configuration parameters:</h4>

<table>

<tr>

<td><B>Ntp server Address: </B></td>

</tr>

<tr>
<td><%getdb ('conf users/ntp client.conf', 'NTP URL')%></td>
<td><a href=javascript:modify("ntp url")> Modify </a></td>
<td><input id=ntp url style="visibility: hidden" type="text"

name="?script:setdb('conf users/ntp client.conf', 'NTP_URL')"
value="<%getdb ('conf users/ftp client.conf','NTP_URL')%>"></td>

33 </tr>

34 </table>

35 <p>

36 <input type="submit" wvalue="Submit">

37 </form>

38 <br>

39 <a href="/config/scanplugins.cgi">Back to plugins page</a>
40 </html>

DESCRIPTION OF THE LINES

(also see APPENDIX G on page 62)

1

23:
30:

32:

36:
39:

Syntax that defines the text shown on the link on the “Configuration/Plugins” HTML page (Figure 8.5 on page 41); if not present, the text shown on the link is

the name of the HTML file.

IMPORTANT  This should not be confused with the pluginname file, located in the Plugin installation directory, which is only used during the installation
and uninstallation phase.

Syntax telling the pCOWeb to process the page and replace the CAREL tags with the corresponding values; this is required to be able to write and read the

configuration files.

The HTML form statement is used to send information from the html page to the pCOWeb; note that the method must always be POST.

The getdb tag is used to display the value of a setting in the configuration file specified. The example refers to the value associated with NTP_URL in the

ntp_client.conf file located in “/usr/local/root/flash/etc/sysconfig/conf_users/”; the full path does not need to be specified if the file is located in a

subdirectory of “/usr/local/root/flash/etc/sysconfig /*; another directory can be specified by correctly indicating the full path, starting from the root (“/"),

nonetheless it is recommended to use the suggested directory so as to maintain coherence in the structure of all the Plugins developed.

This HTML statement defines an input field used to display and modify the value associated with a parameter in a configuration file. The setdb statement can

be used to modify the value associated with the variable when the “Submit” button is

selected on the form. Nip server Address:
Closing the page, the “Submit” button is displayed. 10.0.0.131 Modiy
Link that, selecting the “Submit” button, refreshes the display of the pCOWeb Plugin Submit

configuration page; Administrator authentication (see 8.2.1 on page 36) is required to

display the page.

Figure H.b - Field used to set the address of the NTP server

The field displayed to change the value of the NTP_URL parameter is as shown in Figure H.b.

EXECUTABLE FILES

These are ALL the files in the Plugin “bin_users” directory of the Plugin being installed. CETE———— L2l
They represent the executable files (binary files or bash scripts) that manage the functions of the Plugin. F_;"I - o
During installation the executable files are installed in the “/ust/local/root/flash/bin_users/” directory, = (b
which corresponds to the SBIN_USERS system variable; the path is included in the SPATH system o '
variable. Y e o
During installation, each of these files are attributed the permission to be executed as envisaged by the o | D[] Pt | e .
Linux operating system, shown in Figure H.c. ==

I I ) 4
The following executable files are included in the NTP Plugin: [ R

“ntpdate” (this handles communication with the NTP server and writes the time to the

system clock); Figure H.c - Linux permission for executing the “ntpdate” files
“ntp.sh” (this handles the management); the latter is described in detail below.
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The ntp.sh script file
This runs the “ntpdate” binary file, deletes any temporary files created by “ntpdate” and, if this is involved in the periodical updating of the time, manages the cycle of
updates

1 #!/bin/sh

2 /etc/profile > /dev/null

3 SCONF_USERS/ntp client.conf

4

5 while [ 1 ]; do

6 ntpdate ${NTP_URL} > /dev/null
7 date

8 rm /initrd/tmp/ntp

9 sleep 3600

10 done

DESCRIPTION OF THE LINES

1: Specifies the command executor; currently the only one featured on the pCOWeb is the bash shell (“Bourne Again SHell"), therefore “/bin/bash”.

2 Read the “/etc/profile” file that contains the definition of the SCONF_USERS, SRC_USERS, $BIN_USERS variables, to simplify the management of the paths
inside the Plugin.

3: Read the Plugin configuration file “ntp_client.conf” in the SCONF_USERS directory, so as to be able to use the variables set in the configuration (for example,
from the html page) in the script.

5: Infinite cycle to allow the script to continuously run the statements.

6: Update the time using “ntpdate”, requesting the data from the server defined in SNTP_URL, and redirect the standard output to “/dev/null” to eliminate any
unnecessary messages.

7. Display the time obtained above.

8: Delete a temporary file created by “ntpdate”, otherwise “ntpdate” cannot be run again.

9: Wait 3600 seconds before running the next statement (synchronisation); alternatively this could have been defined as a parameter in “ntp_client.conf” and

then easily recalled, for example, by the SSLEEP_TIME variable.

START-UP SCRIPTS

These are ALL the files in the Plugin “rc_users” directory on the Plugin being installed.
They are used to be able to run the Plugin functions automatically when the system is started.

During the installation the scripts are installed in the “/usr/local/root/flash/rc_users/” directory, the path string is also returned by the SRC_USERS system variable.
During installation, each of these files are attributed all the permissions required by the Linux operating system, in the same way as for the executable files seen above
(Figure H.c on page 73).

NOTE The execution permissions are also used by the system to decide which scripts to run automatically; to prevent a Plugin from being run at start-up, reset the
execution bits (“Execute”) relating to the script.

Structure of the start-up scripts
For the start-up script to run correctly, it must have the following structure (the example refers to the NTP Plugin):

1 #!/bin/bash

2

3 /etc/init.d/functions/highlight

4

5 case "$1" in

6 start)

7 showMsg "Starting Ntp script..."
8 (ntp.sh &) > /dev/null

9 showStatus "g?"

10 Y

11

12 stop)

13 showMsg "Stopping Ntp Script..."
14 id=$ (pidof -x ntp.sh)

15 kill sid

16 showStatus "killsid"

17 Y

18

19 restart)

20 showMsg "Restart ntp Script..."
21 S0 stop

22 S0 start

23 i
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24

25 *)

26 echo $"Usage: $0 {start|stop|restart}"

27 exit 1

28 ¥

29 esac

DESCRIPTION OF THE LINES

1: Specifies the command executor, currently the only one featured on the pCOWeb is the bash shell (“Bourne Again SHell"), therefore “/bin/bash”.

3: Add the colouring function for the log messages (see the “highlight” script).

5-6: When the script is run, parameter “$1" is equal to “start”.

7: showMsg (see lines 13-18 of the “highlight” script) displays the text “Starting Ntp script..”inthe system log.

8: This line runs the “ntp.sh” script (see the previous section); note that the standard output is redirected to “/dev/null” to avoid unnecessary messages.

9 showStatus displays the result with the related colouring (see lines 20-37 of the “highlight” script); note the variable “$ 2", with the value returned by
the previously run statement

12-17.  As for the start section, the stop section is made up of the same parts, and is called when the pCOWeb is shutdown or when accessed by the user.

19-23:  Runs the script again, first the stop section and then the start section, used to have the Plugin reread the new configuration files; it cannot be run from the
web page but only from a remote console.

24-28:  This is the section of the script that is run in the event where “$1" is not equal to start, stop or restart;a message is displayed to indicate that

the script has been run with an incorrect value of “$1".

“Highlight” script
This script is used to define the standard display used in the various scripts on the pCOWeb.

0 JO0 U WwWN K

WWWwWWwwwWwWNDNNDNDMNMNNMDMNNMNMMNMMNMMNMRPREREREPRPRPERERRPRREREREO
NSO U WNEFPOWOJOOULEd WNEFOWOLWNNOUTdd WNR O

~

export escGreen="echo -e "\033[1m\033[32m"
export escRed="echo -e "\033[1m\033[31m""
export escYell="echo -e "\033[1m\033[33m""
export escNorm="echo -e "\033[m"~

export msgOk="echo -e "[\033[1m\033[32mOK\033 [m]"
export msgDone="echo -e "[\033[1m\033[32mDone\033 [m]"
export msgYes="echo -e "[\033[1m\033[32mYes\033 [m]""
export msgNo="echo -e "[\033[1m\033[32mNo\033 [m]""
export msgError="echo -e "[\033[31mError\033[m]""
export msgFail="echo -e "[\033[31mFailed\033[m]"
export msgBad="echo -e "[\033[31mBad\033[m]""

~

~

#

# Echo script message

#

function showMsg() {
printf "%-70s" "$1™

}

#

# Show status message

#

function showStatus () {
case "$1" in

0) echo "$msgOk"; ;

1) echo "$msgFail";;

ok) echo "SmsgOk"; ;

error) echo "SmsgError";;

bad) echo "s$msgBad";;
yes) echo "$msgYes";;

no) echo "$SmsgNo"; ;

done) echo "$msgDone"; ;

failed) echo "msgFail";

kill*) test "$1" = "kill" && echo '[Not runn]' || echo 3msgOk;;
*) echo "s1";;

esac
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DESCRIPTION OF THE LINES

The colour of the characters written afterwards becomes green.

The colour of the characters written afterwards becomes red.

The colour of the characters written afterwards becomes yellow.

The colour of the characters written afterwards returns to the default.

Displays the text [OK]

Displays the text [Done]

Displays the text [Yes]

Displays the text [No]

9: Displays the text [Error]

10: Displays the text [Failed]

1 Displays the text [Bad]

13-18:  Display the value of the variable “$1" and write the next character after 70 characters from the start of the line displayed; if the output of “$1” is “Test
variable”, the following is displayed:
S TSt VATLAD L@« s e vt e et ae e e et $
where $ represents the shell prompt.

20-37:  Displays different signals in the log based on the value of “$ 1" sent to the function.

N AN

PLUGIN NAME

This the file located in the Plugin directory with the name “pluginname”.

It contains the Plugin name that will be displayed for the link during the installation and uninstallation of the Plugin.

IMPORTANT: the contents of “pluginname” must not contain spaces.

In the case of the NTP Plugin, the file contains the string “Network Time Protocol”, and the following link is displayed: ‘Install plugin
“Network_Time_Praotocol”’ (Figure 8.p on page 41).

PLUGIN DIRECTORY

For a Plugin to be automatically recognised as able to be installed by the pCOWeb, the directory that will be copied via FTP (see 8.7.1 on page 40) and that contains all
the files and all the directories must be called “Install-plug-xxx”, where xxx is any name used to identify the contents of the Plugin, yet has no special meaning for the
pCOWeb.

CHARACTERISTICS OF THE pCOWeb GNU/Linux OPERATING SYSTEM

Currently the pCOWeb can run two types of executable files:
e Bash script
e  Compiled executables
“bash” is an interpreted language used to perform simple tasks or cyclical binary executions; it is a standard language and is widely described on the Internet.

For a compiled executable to be able to run on the pCOWeb, it must have the following characteristics:

e Architecture: ARM
e Clibc 22
e Recommended compiler: gcC2.95.6

pCOWeb +030220471 - rel. 1.0 - 02.05.2007 76



INDEX

SBIN_USERS; 73; 74 factory; 8; 10; 12; 13; 38; 45, 47; 52; 69
SCONF_USERS; 72; 74 Factory; 37

SPATH; 73 Firewall; 17

SRC_USERS; 74 flag; 56

$bootvalues; 68; 69 FTP; 7:8; 13;16; 17; 19; 20; 21; 22; 23; 24; 26; 30; 35; 36; 37; 38; 39; 42; 44;
%checkdbradio; 68 45:48;51: 60; 69; 72; 76

%checkdbsel; 67; 68 gateway; 7; 14; 23; 39; 53; 54; 55

%date; 68; 69 Gateway; 10; 23; 39; 45; 53

$fw release;68 GATEWAY; 38; 53

%getdb; 65; 66; 73 Glibc; 76

$ipaddr; 68; 69 GNU; 40; 44; 46, 51, 76
smacaddress; 16; 68 guest; 38; 44; 45

osetres; 64; 71 hour; 29

oovar; 62; 63; 64; 70; 71 httpadmin; 17; 19; 30; 38; 41; 44; 45

&gt; 69 index.html; 13; 14; 36, 37

&1t: 69 INFORM; 8; 20; 25; 26; 31; 32; 61

2,29 log; 17; 29; 35; 38; 43; 69; 75; 76
htpasswd; 36; 43; 44 MAG; 8;9; 16; 22; 37, 38; 52; 53; 54; 55; 68
admin; 36; 38; 43; 44 MIB; 26; 52, 33

Alarm fired; 25; 28 NMS; 31; 32; 33

Alarm reentered; 25 nslookup; 54

ARM: 76 NTP; 40; 41, 42; 72,73, 74,76

atom: 56 peotagfit; 16; 26; 62; 63; 64; 66; 67; 68; 69; 70; 72
backup; 35 permission; 42, 45; 73

BACnet: 8: 34; 40; 51 PICS; 34

bash; 16; 40; 73; 74; 75; 76 Ping; 45

baud: 38; 40; 65 pluginname; 41; 72; 73; 76

bin_users; 72; 73 POP3; 57; 58; 59
BIOS; 32; 37; 46; 56; 62 power; 7,8;9;12;13; 29; 40; 46; 47, 56
button; 8; 10; 11; 12; 13; 17; 23; 26; 28; 29; 30; 35; 36; 37; 38; 39; 43; 44; 45; protection; 7~ -
46; 47; 48; 50; 56; 58; 59; 61; 64; 69; 71; 73 proxy; 11; 14; 1?, 5}
cache; 17; 29; 30; 48; 49; 62 pw_demo.html; 69; 70

CGl; 7; 16; 38 rc_users; 72; 74

clock; 29; 34; 40; 51; 68; 72, 73 rcresult; 69

Clock; 29 Reboot; 37; 46; 48

Community; 24; 32; 33 Reply to; 24

compiler; 76 Rescue; 8; 13; 46; 47; 48; 49; 50

conf_users; 72; 73 romapps.img; 48

CPU; 51 root; 13; 16; 17; 18; 19; 20; 22; 24; 26; 29; 30; 31; 34; 35; 36; 38; 41; 43; 44;
ovs; 29; 30 45;48; 62; 65, 69; 72,73, 74

script; 8; 16; 63; 64; 66; 67; 68; 70; 71; 72, 73; 74,75, 76
SMTP; 20; 24; 51; 57; 59
deftemplatexml: 22 SNMP; 8; 20; 21; 24; 25; 26; 28; 31; 32; 33; 51; 65

DHCP; 8; 10; 12; 38; 39; 51; 52; 69 SSH; 8; 31

DNS: 24+ 38 39: 45 51 53: 54 Subnet mask; 10; 11; 12; 53; 54

do_flashroom: 69 template; 22; 23; 24

do_ifconfig; 69 Timeout; 26; 28; 33; 46; 56; 64; 71

ech_O' 56 6;( 75 TRAP; 8; 20; 21; 23; 24; 25; 26; 28; 31; 32; 33; 39; 61; 65
e-mail; 7; 20; 21; 22; 23; 24; 25; 26; 28; 33; 39; 57; 58; 59 Trigger, 26; 27

env: 69 Undefined; 36; 46; 56; 62; 64; 71

factaefcfg' 69 XML; 7; 20; 22; 23; 24

date; 22; 24; 26; 29; 37; 40; 47; 53; 68; 69; 74
defindex.html; 13; 35
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